CSC Direct Access (DA)
Local Area Network Requirements FOR MIS National (DA)
The following requirements apply to the customer managed IP network.

System Signaling and Media Ports firewall requirements

The following tables list the firewall requirements to support call control (SIP) signaling, feature functionality, management, and voice payload (RTP) for the CLEARSPAN SIP services.

ALL SIP ALG’s MUST be DISABLED in the Firewall and Routers!!!!
OUTBOUND FROM CUSTOMER’s REMOTE phones to clearspan service
Port and Protocol requirements may vary for customer specific configurations.
	From Hosted Customer
	To Service Provider
	Destination Port

	Customer Premise
	209.43.79.135, 209.43.79.134, 67.217.172.7, 67.217.172.6, Extended Service Platform (XSP)
	

	
	
	443 / TCP (HTTPS)
80 TCP (HTTP)



	Customer Premise
	209.43.79.136 and 67.217.172.8 Unified Messaging Server (UM)
	993 TCP (Secure IMAP)

	
	
	

	Customer Premise
	209.43.79.138 and 67.217.172.10 Element Manager Server (EMS)
	443 TCP (HTTPS)

80 TCP (HTTP)

123 UDP (NTP)

	
	
	

	Customer Phone
	209.43.79.142 and 67.217.172.13 SIP Session Manager (SSM) SIP
209.43.79.143 and 67.217.172.14 SIP Session Manager (SSM) RTP
	5080/ UDP (SIP)

	
	
	5080 / TCP (SIP) Mobile Communicator 
5083 / TCP Encryption (SIP)

	
	
	6000-65000 / UDP (RTP)

6000-65000 / UDP (SRTP)

	
	
	6000-65000 / UDP (t.38) 

	Customer Premise
	Customer provided DNS Servers
	53 /TCP and UDP (DNS)


INBOUND TO customer’s Remote PHONEs from the clearspan service 

Port and Protocol requirements may vary for customer specific configurations.

	From Service Provider
	To HVS National Customer
	Destination Port

	209.43.79.135, 209.43.79.134, 67.217.172.7, 67.217.172.6, Extended Service Platform (XSP)
	Customer Premise
	443 / TCP (HTTPS)

80 TCP (HTTP)



	209.43.79.138 and 67.217.172.10 Element Manager Server (EMS)
	Customer Premise
	443 TCP (HTTPS)

80 TCP (HTTP)

123 UDP (NTP)

	
	
	

	209.43.79.136 and 67.217.172.8 Unified Messaging Server (UM)
	Customer Premise
	993 TCP (Secure IMAP)

	
	
	

	209.43.79.142 and 67.217.172.13 SIP Session Manager (SSM) SIP

209.43.79.143 and 67.217.172.14 SIP Session Manager (SSM) RTP
	Customer Phone
	5080 / UDP (SIP)

	
	
	5080 / TCP (SIP) Mobile Communicator 
5083 / TCP Encryption (SIP)

	
	
	6000-65000 / UDP (RTP)

6000-65000 / UDP (SRTP)

	
	
	6000-65000 / UDP (t.38) 

	Customer provided DNS Servers
	Customer Premise
	53 /TCP and UDP (DNS)


	DHCP Server Services Information

	DNS Server #1
	Customer Provided

	DNS Server #2 
	Customer Provided

	NTP Server #1
	209.43.79.138

	NTP Server #2 
	67.217.172.10

	Option 66
	https://pub-xs.sip.clearspancloud.net/dms/clearspan
or

http://pub-xs.sip.clearspancloud.net/dms/clearspan


