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Clearspan OpEasy API Specification

OVERVIEW

The primary purpose of the OpEasy® Provisioning application is to simplify administration
of users, features, and devices on the Clearspan® system through a web GUI and bulk
provisioning worksheets. Interaction with the OpEasy Provisioning application is now
augmented to include an Application Programming Interface (API) so that a customer may
programmatically automate such administration.

This document provides a description of the overall API functionality, including its
capabilities and limitations along with a description of each available API endpoint that may
be used for provisioning operations.
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TECHNICAL SUMMARY

The OpEasy Provisioning API is a RESTful, json-based interface that is available for third-
party client applications connecting over a TLS-secured TCP/IP connection. The
Clearspan Element Management Server (EMS) hosts the API service, communicating
directly through an internal TCP socket connection to the existing OpEasy Provisioning
application.

Access

In production environments, access to the API-specific TCP port (8000) on the Clearspan
EMS will be filtered by a firewall Access Control List (ACL), so an explicit request by a
customer for API access from a known IP address (or set of addresses) must be made
through the Clearspan Sales or Operations teams prior to any connection attempts.

Authentication and Authorization

The Clearspan Operations team will provide an API-specific username and a matching API
key to be used by the client application once successfully connected. The API
username/account is restricted by the same organizational hierarchy and privileging rules
as other OpEasy administrator accounts. The organizational hierarchy levels are:

e System
o Solution Reseller
o Enterprise
o Group
= Department

This hierarchy means that a System Administrator account can provision users and
devices in all Enterprises, Groups and Departments. A Solution Reseller account can
provision users and devices in only its assigned Enterprises, associated Groups and
Departments. An Enterprise Administrator account can only provision users and devices
in itself, its associated Groups and Departments, and so on.

Requests

A set of API Endpoints is defined to accept json formatted HTTP requests. Endpoint
details are described later in this document. Clearspan has developed a Postman
‘collection’ for aiding the development of client applications. The Postman collection is
available at: https://www.clearspancloud.com/resources/
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APl WORKFLOW

Asynchronous Processing of Requests

The OpEasy Provisioning API is designed with bulk processing in-mind. Due to the nature
of bulk create, read, update, and delete (CRUD) operations, they may take a significant
amount of time to complete. This will vary depending on a variety of environmental and
operational factors. To prevent HTTP client timeouts while these operations are
processed, requests will be handled in an asynchronous and non-blocking way.

In practice, this means:

¢ Successful requests to the “schedule operation” endpoint will return a 202
Accepted response.

o The Response Body will contain an “Scheduled Operation” object, and the
Location Header of the response will contain a link to a “Scheduled
Operation Status” endpoint.

e« Users may make subsequent GET requests to the provided Scheduled
Operation Status endpoint to monitor the progress of the request.

o A periodic poll to this endpoint allows this to be automated.

e Once the request has finished processing, the response to the Scheduled
Operation Status endpoint will display that the operation has completed, and
provide a link to a Scheduled Operation Results endpoint.

o Users may make a GET request to the Scheduled Operation Results endpoint
if they would like to see the individual results for the bulk operation.

o This is useful to diagnose issues if the operation completed with errors on
some resources.

Operations and Scheduled Operations

Operations represent a provisioning operation to be processed by OpEasy
that has not yet been scheduled.

e A provisioning operation can contain any combination of provisioning tasks
o e.g. User add, modify, delete, Call Center Agent assign/unassign, etc.

« Operations can be created and initialized with provisioning tasks in a single
request.

« Alternatively, operations can be created empty, and provisioning tasks can
be built-up with subsequent requests.

e Operations can be built-up using JSON objects. This can be in the form of
placing JSON objects in the request body directly, or through uploading a
file containing JSON objects (depending on the number of tasks to be added
to the operation).
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e The API processes each command within a task sequentially in the order
that it appears in the JSON structure.

e The tasks are processed in the following order:
o Users
o CallCenterAgent
o CallForwarding
o CallRecording
o PhoneNumbers

Scheduled Operations are operations that have been scheduled for
processing by OpEasy, and can no longer be edited.

e The progress of scheduled operations can be monitored through a
dedicated status endpoint.

e Once complete, the detailed results of scheduled operations can be viewed
through a dedicated results endpoint.

Once a Scheduled Operation has completed processing, both the Scheduled
Operation and the original Operation must be deleted.

e The Scheduled Operation must be deleted before the Operation.

e The Scheduled Operation must be in a completed state (i.e. COMPLETED
or COMPLETED_WITH_ERRORS) before it can be deleted.

o See the Delete Operation and Delete Scheduled Operation endpoints on the
API Specification document for more information about these endpoints.

Process of Operations

1. Create new Operation (optionally initialising the operation with provisioning
tasks).

2. Add additional tasks to the Operation (if required).
3. Check for validation errors on the Operation.
a. If there are validation errors (if not, then skip to step 4):
i.  View the validation errors to see the issues that occurred.
ii. Delete the validation errors.

iii. Append new task(s) to the Operation that fix the validation
errors.

iv. Re-check for validation errors.
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v. Repeat until there are no more validation errors on the
operation.

4. Schedule the Operation to be processed by OpEasy.

5. Periodic poll to Operation Status endpoint to check if Operation has
completed processing.

6. Once operation has completed processing, get the results of the Operation.
7. Delete the Scheduled Operation that has just completed.
8. Delete the Operation related to the Scheduled Operation.

File Upload for Very Large Datasets

Overview

There may be times when performing provisioning tasks where very large sets of
data must be created.

« e.g. Creating thousands of users at once, or modifying phone numbers for
all existing users, etc.

It's very possible that these operations may be so large that they would exceed the
web server’s file size limits for HTTP request bodies.

For this reason, the OpEasy Provisioning API allows provisioning tasks to be
added to an operation via file upload, rather than needing to send multiple smaller
requests to ensure the request body size is small enough.

The uploaded file should have an extension of “.json”, and the file content should
be formatted exactly the same as if the data were sent in the request body.

Supported Endpoints

o Create New Operation

e Append Tasks to Existing Operation
Enabling File Upload on Supported Endpoints

1. Ensure the file to be uploaded has a “.json” extension, and contains valid
JSON data.

2. Add the following header to the request: Content-Type: multipart/form-data
3. The form data should contain the following:

Name Description Content Disposition Content Type
enterprisel The ID of form-data; text/plain
d the name="enterpriseld”
Enterprise
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file The JSON form-data; application/jso
file to name="file”; n
upload. filename="{{filename}}

File Download for Very Large Datasets

Overview

As with file upload, when dealing with very large datasets, there will be large
amounts of JSON data to feed back to clients.

e e.9. Returning results for very large datasets, viewing tasks added to very
large operations, efc.

This API paginates list results to prevent overloading of clients when responses are
very large, but also offers the capability to return a JSON file download if this is
preferred by the client.

The file content will be formatted exactly the same as if it were returned in the
request body, but without the fields for pagination.

Supported Endpoints
o Get User-related Tasks on Existing Operation
o Get Call Center Agent-related Tasks on Existing Operation
e Get Call Recording-related Tasks on Existing Operation
o Get All “Users” Validation Errors on Operation
o Get All “CallCenterAgent” Validation Errors on Operation
o Get All “CallRecording” Validation Errors on Operation
o View User-related Results for Completed Scheduled Operation
e View Call Center Agent-related Results for Completed Scheduled Operation
o View Call Recording-related Results for Completed Scheduled Operation
e Get Phone Numbers-related Tasks on Existing Operation
e Get All “PhoneNumbers” Validation Errors on Operation
e View Phone Numbers-related Results for Completed Scheduled Operation
Enabling File Download on Supported Endpoints
On a supported endpoint, ensure the following Accept header is present:
e Accept: application/octet-stream
By adding this header, the OpEasy Provisioning API will know to serve the
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response as a JSON file attachment instead of returning the response in the
Response Body.

Validation Error Handling

When creating and appending tasks to Operations, the OpEasy Provisioning API
completes some basic validation to ensure the tasks are in the correct format to be
sent to OpEasy when the operation is scheduled.

If validation fails for a particular task, the operation is still created, but the tasks that
fail validation do not get added to the tasks on the created Operation.

Instead, they get added to a set of “Validation Errors”, which must be resolved
before the Operation can be scheduled for processing by OpEasy.

The OpEasy Provisioning API provides the following endpoints for viewing
Validation Errors on an Operation:

Get All Users Validation Errors
e GET - /v1/operations/{operation-id}/users/validationerrors
Get Specific Users Validation Error
e GET - /v1/operations/{operation-id}/users/validationerrors/{validation-error-
id}
Get All Call Center Agent Validation Errors
o GET - /v1/operations/{operation-id}/callcenteragent/validationerrors
Get Specific Call Center Agent Validation Error

e GET - /v1/operations/{operation-
id}/callcenteragent/validationerrors/{validation-error-id}

Get All Call Recording Validation Errors
e GET - /v1/operations/{operation-id}/callrecording/validationerrors
Get Specific Call Recording Validation Error

e GET - /v1/operations/{operation-id}/callrecording/validationerrors/{validation-
error-id}

Once a validation error has been viewed, it can be deleted from the Operation. The
OpEasy Provisioning API provides the following endpoints for deleting Validation
Errors on an Operation:

Delete Users Validation Error

e DELETE - /v1/operations/{operation-id}/users/validationerrors/{validation-
error-id}

Delete Call Center Agent Validation Error



Clearspan OpEasy API Specification

e DELETE - /v1/operations/{operation-
id}/callcenteragent/validationerrors/{validation-error-id}

Delete Call Recording Validation Error

e DELETE - /v1/operations/{operation-
id}/callcenteragent/validationerrors/{validation-error-id}

Delete Phone Numbers Validation Error

e DELETE - /v1/operations/{operation-
id}/phonenumbers/validationerrors/{validation-error-id}

After deleting the validation error(s), the Operation can now be scheduled without
those tasks present if desired.

Otherwise, the OpEasy Provisioning API provides an endpoint for appending
tasks to the Operation using a HTTP PATCH method. This may be used to
replace the task that failed validation with an updated task that fixes the issues
outlined by the API:

e PATCH - /v1/operations/{operation-id}

Webhook Callback Support

Webhook callbacks have been included into the API as an alternative to polling for
status updates on Scheduled Operations where applications support them.

An application can receive Webhook callbacks by using the API to register a URL
to receive Callbacks on. See the “Register new Webhook Receiver” endpoint on
the API Specification document for the exact details for this request.

Webhook Callbacks are sent as HTTP POST requests and can only be sent via
HTTPS. Webhook Receivers cannot currently be registered with a non-HTTPS
URL value.

Webhooks are sent on a per-enterprise basis. For example, if a Webhook Receiver
is registered to receive “scheduledOperation.statusChanged” events, it would
receive an event every time the status changes on any Scheduled Operation on
the Enterprise.

Webhook Callbacks must be responded-to with 200 OK status code, and an
empty response body.

Webhook Callback Limitations

« Webhooks can only be registered and sent to URLs with a “https://” scheme.
“http://” URLs are unsupported.

« If an OpEasy node failure occurs, then Webhooks will not be sent for
ongoing Scheduled Operations that were initiated against that OpEasy
node. As a precaution, the “status” endpoint for the scheduled
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operation should still be polled periodically for a status update (e.g.
after a set time limit for not receiving a Webhook callback for a

particular Scheduled Operation).

Supported Callback Types

Scheduled Operation Status Changed

Callback informing that the “status” field of a Scheduled Operation has been
updated. E.g. When a Scheduled Operation moves from “pending” to “processing”,
“processing to “completed”, or “processing” to “completedWithErrors”.

Callback Fields

Field Name Type Description
event JSON JSON Object containing information
Object about the Webhook Callback event.
event.type String The type of callback event this is. For a
Scheduled Operation Status Changed
event, this will always be
“scheduledOperation.statusChanged”
event.previousStatus String The previous status of the Scheduled
Operation.
event.newStatus String The latest status of the Scheduled
Operation.
event.scheduledOperation JSON JSON Object containing information
Object about the Scheduled Operation that has

Callback Examples

just had its status updated.

1SCHEDULED OPERATION MOVED FROM pending TO processing:

2{

3 "event": {

10
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4 "type": "scheduledOperation.statusChanged",

5 "previousStatus": "pending",

6 "newStatus": "processing",

7 "scheduledOperation": {

8 "id": "b0a6ced2e0e5d40c383e770906469469b",

9 "status": "processing",

10 "startTime": "2022-11-16T12:02:58.321+00:00",
11 "operation": {

12 "id": "c0debec94fe54c38968d884547640a32",
13 "enterpriseId": "enterprise-id"

14 }

15 }

16 }

17}

18

19SCHEDULED OPERATION MOVED FROM processing TO completed:
20

21 "event": {

22 "type": "scheduledOperation.statusChanged",

23 "previousStatus": "processing",

24 "newStatus": "comppleted",

25 "scheduledOperation": {

26 "id": "b0a6ed2e0e5d40c383e7709b6469469b",

27 "status": "completed",

28 "startTime": "2022-11-16T12:02:58.321+00:00",
29 "completedTime": "2022-11-
16T12:04:30.456+00:00",

30 "operation": {

31 "id": "c0debec94fe54c38968d884547640a32",
32 "enterpriseId": "enterprise-id"

33 by

34 "links™: {

35 "results":

"/v1l/scheduledoperations/{scheduled-operation-id}/results"
36 }

11
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37 }

38 }

39}

40

41SCHEDULED OPERATION MOVED FROM processing TO
completedWithErrors:

42

43 "event": {

44 "type": "scheduledOperation.statusChanged",
45 "previousStatus": "processing",

46 "newStatus": "completedWithErrors",

47 "scheduledOperation": {

48 "id": "b0a6ed2e0e5d40c383e770906469469b",
49 "status": "completedWithErrors",

50 "startTime": "2022-11-16T12:02:58.321+00:00",
51 "completedTime": "2022-11-
16T12:04:30.456+00:00",

52 "operation": {

53 "id": "c0debec94fe54c38968d884547640a32",
54 "enterpriseId": "enterprise-id"

55 Yy

56 "links™: {

57 "results":

"/v1l/scheduledoperations/{scheduled-operation-id}/results"
58 }

59 }

60 }

61}

12
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AUTHENTICATION ENDPOINTS

Authenticate with API

Using an API Key provided by Clearspan, along with an Enterprise ID, authenticate with the
API to create a time-limited “Authentication Session”. The length of an Authentication Session

is 1 hour.

The result (if successful) is a token that is valid for the entire period of the Authentication
Session (1 hour). This token must be added to the Authorization header of further requests to

the API.

Once the Authentication Session has expired, the token will no longer be valid, so another
request must be made to this endpoint.

HTTP POST - /v1/authsessions

Path Variables
None.

Query Parameters
None.

Required Headers

o Accept: application/json

o Content-Type: application/json

Request Body Fields

Field Name Type Description

JSON JSON Object containing information used to
authSession ) authenticate with the API and create an Authentication

Object Sessi

ession.
, . . API Key provided by Clearspan used to authenticate a

authSession.apikey String specific “API Administrator” under an Enterprise.
authSession.enterpriseld | String Identifier for the Enterprise to authenticate for.

Request Body Example

"authSession":

{

13
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"apiKey": "5b9ddb7c91004b3890639ffb150£0ed7",
"enterpriseId": "enterprise-id"

Response Body Fields

Field Name Type Description
authSession JSON JSON Object containing the token that must be used in the
Object | Authorization header of further requests to the API.

String representing the token that must be used in the
authSession.token | String Authorization header of further requests to the API. This token
is valid for 1 hour from the point that it was issued.

Response Body Example

"authSession": {

"token":
"eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJI9.eyJzdWIiO1iIxMJMONTY30DkwIiwibmFtZSI6IkpvaG4gR

G91TIiwiaWFOIJjoxNTE2MJM5MDIyfQ.Sf1KxwRISMeKKF2QT4fwpMeJf36P0Ok6yJV _adQssw5c"

}
}

Response Status Codes
Success

e 201 Created - Successfully authenticated and created Authentication Session.

Error
e 400 Bad Request - A validation error has occurred with one or more fields in the request

body.
e 401 Unauthorized - Failed to authenticate with the provided API Key and Enterprise ID.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}

14
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WEBHOOK ENDPOINTS

Register new Webhook Receiver

Registers a URL to receive Webhook Callback Events for a particular Enterprise ID. Allows the
ability to define the exact event types to subscribe to receive. Currently the only supported
Event Type is “scheduledOperation.statusChanged”.

HTTP POST - /v1/webhooks

Path Variables

None.

Query Parameters

None.

Required Headers

Authorization: {authentication-token}

Accept:

application/json

Content-Type: application/json

Request Body Fields

Field Name| Type Description
enterpriseld | String The ID of the enterprise to register the Webhook Receiver for.
url String The URL that Webhook callback events will be sent to.
JSON . : L , :
events List List of event types this Webhook Receiver is subscribed to receive.
String representing the type of callback event to subscribe to
receive.
events[0] String Currently the only event type supported is:

o scheduledOperation.statusChanged

Request Body Example

"enterpriseId":
"url": "https://127.0.0.1:9000/webhook",

"enterprise-id",

15
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"events": [
"scheduledOperation.statusChanged"

]

Response Body Fields

Field Name Type Description
JSON JSON Object containing information about the Webhook
webhook ) . ! :
Object | Receiver that was just registered.
webhook.id String Unique ID for this Webhook Receiver.

The ID of the enterprise the Webhook Receiver is registered

webhook.enterpriseld | String to receive events for

webhook.url String The URL that Webhook callback events will be sent to.

JSON List of event types this Webhook Receiver is subscribed to

webhook.events ) )
List receive.

String representing the type of callback event that the
Webhook Receiver is subscribed to.

webhook.events[0] String Currently the only event type supported is:

o scheduledOperation.statusChanged

Response Body Example

201 CREATED
{
"webhook": {
"id": "ed4845ff8ef5f4e838b863fcac8fel3d48",

"enterpriseId": "enterprise-id",
"url": "https://127.0.0.1:9000/webhook",
"events": [

"scheduledOperation.statusChanged"

]

Response Status Codes
Success
e 201 Created - Successfully registered Webhook Receiver.
Error

e 400 Bad Request - A validation error occurred on the request body.

16
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e 401 Unauthorized - An authentication error occurred.
e 403 Forbidden - Attempted to register Webhook receiver for an incorrect Enterprise ID.
e 404 Not Found - The Enterprise provided was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}

Get All Webhook Receivers for Enterprise

Retrieves a list of all Webhook Receivers registered for the Enterprise that the authenticated
APl Administrator belongs to.

HTTP GET - /v1/webhooks
Path Variables
None.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description
JSON | JSON List containing Webhook Receivers that are
webhooks ) . . :
List registered for the given Enterprise ID.

JSON | JSON Object containing information about a particular

webhooks[0] Object | Webhook Receiver.
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webhooks[0].id String | Unique ID for this Webhook Receiver.
webhooks[0].enterpriseld | String Th(=T ID of the entgrprlse the Webhook Receiver is
registered to receive events for.
webhooks[0].url String | The URL that Webhook callback events will be sent to.
JSON | List of event types this Webhook Receiver is subscribed
webhooks[0].events ) )
List to receive.
String representing the type of callback event that the
Webhook Receiver is subscribed to.
webhooks[0].events[0] String | Currently the only event type supported is:

o scheduledOperation.statusChanged

Response Body Example

200 OK
{

"webhooks": [

{

"id": "e4845ff8ef5f4e838b863fcacB8fe3d48",

"enterpriseId": "enterprise-id",
"url": "https://127.0.0.1:9000/webhook",
"events": [

"scheduledOperation.statusChanged"

]
by

Response Status Codes

Success

e 200 OK - Successfully retrieved Webhook Receivers.

Error

¢ 401 Unauthorized - An authentication error occurred.

Response Headers

« Content-Type: application/json
o Content-Length: {length-of-response}

18
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Get Webhook Receiver by ID

Retrieves a particular Webhook Receiver by its ID on the Enterprise that the authenticated API
Administrator belongs to.

HTTP GET - /v1/webhooks/{webhook-id}

Path Variables

webhook-id - The ID of the Webhook Receiver to retrieve.

Query Parameters

None.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body

None.

Request Body Example

None.

Response Body Fields

Fields

Field Name Type Description

webhook JSON JSON Object containing information about a particular
Object | Webhook Receiver.

webhook.id String Unique ID for this Webhook Receiver.

webhook.enterpriseld | String The ID.of the enterprise the Webhook Receiver is registered

to receive events for.

webhook.url String The URL that Webhook callback events will be sent to.
JSON List of event types this Webhook Receiver is subscribed to

webhook.events ) )
List receive.

19
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String representing the type of callback event that the
Webhook Receiver is subscribed to.

webhook.events[0] String Currently the only event type supported is:

o scheduledOperation.statusChanged

Response Body Example

200 OK
{
"webhook": {
"id": "ed4845ff8ef5f4e838b863fcac8fe3d48",

"enterpriseId": "enterprise-id",
"url": "https://127.0.0.1:9000/webhook",
"events": [

"scheduledOperation.statusChanged"

]

Response Status Codes
Success
e 200 OK - Successfully retrieved the Webhook Receiver by its ID.
Error

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - No Webhook Receiver was found matching the given ID.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}

20
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Un-register/Remove Webhook Receiver

Un-registers an existing Webhook Receiver, removing it from the system, so that no further
Webhook Callback Events are sent out to that particular URL.

HTTP DELETE - /v1/webhooks/{webhook-id}
Path Variables
« webhook-id - The ID of the Webhook Receiver to un-register.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.

Response Body Fields

None.

Response Body Example

None.

Response Status Codes
Success

e 204 No Content - Successfully un-registered the Webhook Receiver with the provided
ID.

Error

« 401 Unauthorized - An authentication error occurred.

21
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e 404 Not Found - No Webhook Receiver was found matching the given ID.
Response Headers

None.

OPERATIONS ENDPOINTS

Create New Operation

Creates a new Operation with Provisioning Tasks provided via a JSON file upload. The
provided file must have a file extension of “.json”. The JSON within the file must be formatted
as specified by the “JSON File Fields” and “JSON File Example” section below.
HTTP POST - /v1/operations

Path Variables

None.

Query Parameters

None.

Required Headers

« Authorization: {authentication-token}

o Accept: application/json

o Content-Type: multipart/form-data

Form Data Fields

Name Description Content Disposition Content Type
enterpriseld The ID .Of the form-data; name="enterpriseld” text/plain
Enterprise.
file The JSON file to form-data; name="file”; aoplication/ison
upload. filename="{{filename}}’ PP J

22
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Field Name Type Description
JSON JSON Object containing the various types of
tasks Obiect task that can be carried out (e.g. User tasks,
J Call Center Agent tasks, etc.)
JSON | JSON List containing various provisioning
tasks.Users ) .
List tasks relating to Users.
tasks.Users[0] JSON | JSON Object containing the information about
' Object |the User provisioning task to be carried out.
String representing the command for the task.
tasks.Users[0].command String See Appendix | for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
JSON |task. Varies based on the command.
tasks.Users[0].content Object
See Appendix | for more information on the
required fields per-command.
JSON | JSON List containing various provisioning
tasks.CallCenterAgent List tasks relating to Call Center Agents.
JSON JSON Object containing the information about
tasks.CallCenterAgent[0] Obiect the Call Center Agent provisioning task to be
J carried out.
String representing the command for the task.
tasks.CallCenterAgent|0].command | String See Appendix Il for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
tasks.CallCenterAgent]0].content éSb%l;lt task. Varies based on the command.
See Appendix Il for more information on the
required fields per-command.
JSON JSON List containing various provisioning
tasks.CallRecording List tasks relating to Call Recording Configuration

for existing users.
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JSON Object containing the information about

tasks.CallRecording[0] JS.ON the Call Recording Configuration provisioning
Object .
task to be carried out.
String representing the command for the task.
tasks.CallRecording[0].command | String See Appendix Il for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
tasks.CallRecording[0].content éi%l;lt task. Varies based on the command.
See Appendix Il for more information on the
required fields per-command.
JSON JSON List containing various provisioning
tasks.CallForwarding List tasks relating to Call Forwarding Configuration
for existing users.
JSON JSON Object containing the information about
tasks.CallForwarding[0] : the Call Forwarding Configuration provisioning
Object )
task to be carried out.
String representing the command for the task.
tasks.CallForwarding[0].command | String See Appendix IV for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
tasks.CallForwarding[0].content EJ)SbT()eEt task. Varies based on the command.
See Appendix IV for more information on the
required fields per-command.
tasks.PhoneNumbers JSON JSON List containing various provisioning tasks
List relating to Phone Numbers to a group.
tasks.PhoneNumbers[0] JSON JSON Object containing the information about
Object |the Phone Numbers provisioning task to be
carried out.
tasks.PhoneNumbers[0].command | String String representing the command for the task.

See Appendix V for more information on the
available commands.
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tasks.PhoneNumbers[0].content JSON JSON Object containing the fields related to
Object |the resource to be affected by the provisioning
task. Varies based on the command.
See Appendix V for more information on the
required fields per-command.
JSON File Example
"tasks": {
"Users": [
{
"command": "AddUser",
"content": {
{add-user-fields}
}
by
{
"command": "AddDevice",
"content": {
{add-device-fields}
}
}
1,
"CallCenterAgent": [
{
"command": "Assign",
"content": {
{assign-call-center-agent-fields}
}
by
{
"command": "Remove",
"content": {
{remove-call-center-agent-fields}
}
}
1,
"CallRecording": [
{
"command": "Modify",
"content": {
{modify-call-recording-fields}
}
by
{
"command": "Modify",
"content": {
{modify-call-recording-fields}
}
}
1,
"CallForwarding": [

25
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"command" :
"content":

"Modify",
{
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{modify-call-forwarding-fields}

}

"command" :
"content":

"Modify",
{

{modify-call-forwarding-fields}

}
}
1y
"PhoneNumbers": [
{
"command" :
"content":

"Modify",
{

{phone-numbers-fields}

}

"command" :
"content":

"Assign",

{

{phone-numbers-fields}

}

Response Body Fields

Field Name Type Description
. . The ID of the enterprise the operation
enterpriseld String has been created for.
id String | Unique ID for this operation.
tasks JSON | JSON Object containing links to the
Object |various types of task on this operation.
tasks.Users JSON | Contains information on Users tasks
' Object |as part of the operation.
. Total number of Users tasks on the
tasks.Users.size Integer .
operation.
tasks.Users.href String Strln.g containing a I|nl§ to the tgsks
relating to Users on this operation.
Only present if one or more validation
tasks.Users. validationErrors JSON |errors occurred for the Users tasks
' ' Object |added to the Operation. Contains a
summary of Users validation errors.
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tasks.Users.validationErrors.size

Integer

Total number of Users validation
errors.

Href link to the endpoint to view all

tasks.Users.validationErrors.href String | Users validation errors on the
operation.
tasks.CallCenterAgent JSON | Contains information on Call Center
' 9 Object |Agent tasks as part of the operation.
tasks.CallCenterAgent.size Integer Total number of Ca!l Center Agent
tasks on the operation.
String containing a link to the tasks
tasks.CallCenterAgent.href String | relating to Call Center Agents on this
operation.
Only present if one or more validation
JSON | €rrors occurred for the Call Center
tasks.CallCenterAgent.validationErrors Obiect Agent tasks added to the Operation.
J Contains a summary of Call Center
Agent validation errors.
tasks.CallCenterAgent.validationErrors.size | Integer Tot.al qumber of Call Center Agent
validation errors.
Href link to the endpoint to view all Call
tasks.CallCenterAgent.validationErrors.href | String | Center Agent validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallRecording . relating to Call Recording
Object , . . .
Configuration on this operation.
. . Total number of Call Recording
tasks.CallRecording size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallRecording.href String | relating to Call Recording
Configuration on this operation.
Only present if one or more validation
JSON | €rrors occurred for the Call Recording
tasks.CallRecording.validationErrors Obiect tasks added to the Operation.
J Contains a summary of Call Recording
validation errors.
tasks.CallRecording.validationErrors.size | Integer Total number of Call Recording

validation errors.
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Href link to the endpoint to view all Call

tasks.CallRecording.validationErrors.href | String | Recording validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallForwarding ) relating to Call Forwarding
Object : : : .
Configuration on this operation.
. . Total number of Call Forwarding
tasks.CallForwarding.size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallForwarding.href String | relating to Call Forwarding
Configuration on this operation.
Only present if one or more validation
JSON | €rrors occurred for the Call Forwarding
tasks.CallForwarding.validationErrors . tasks added to the Operation.
Object .
Contains a summary of Call
Forwarding validation errors.
tasks.CallForwarding.validationErrors.size |Integer Tot.al qumber of Call Forwarding
validation errors.
Href link to the endpoint to view all Call
tasks.CallForwarding.validationErrors.href |String | Forwarding validation errors on the
operation.
JSON String containing a link to the tasks
tasks.PhoneNumbers : relating to Phone Numbers on this
Object >
operation.
tasks. PhoneNumbers.size Integer Total number.of Call Forwarding tasks
on the operation.
String containing a link to the tasks
tasks.PhoneNumbers.href String | relating to Phone Numbers on this
operation.
Only present if one or more validation
JSON | errors occurred for the Phone
tasks.PhoneNumbers.validationErrors : Numbers tasks added to the
Object . )
Operation. Contains a summary of
Phone Numbers validation errors.
tasks.PhoneNumbers.validationErrors.size |Integer Tot'al qumber of Phone Numbers
validation errors.
Href link to the endpoint to view all
tasks.PhoneNumbers.validationErrors.href |String | Phone Numbers validation errors on

the operation.
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Response Body Example

201 CREATED - No Validation Errors

"enterpriseId": "enterprise-id",
"id": "56033e1d5f2d4154b958b44a5702a964",
"tasks": {
"Users": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/users"

b
"CallCenterAgent": {
"size": 50,
"href":
"/vl/operations/56033e1d5f2d4154b958b44a5702a964/callcenteragent"”
b
"CallRecording": {

"size": 50,

"href": "/vl1/operations/56033e1d5f2d4154b958b44a5702a964/callrecording”
}y
"CallForwarding": {

"size": 50,

"href":

"/v1/operations/56033e1d5f2d4154b958b44a5702a964/callForwarding”
b

"PhoneNumbers": {
"size": 50,
"href": "/vl1/operations/56033e1d5£2d4154b958b44a5702a964/phonenumbers”

}

201 CREATED - Validation Errors on "Users" tasks
{

"enterpriseId": "enterprise-id",
"id": "56033e1d5f2d4154b958b44a5702a964",
"tasks": {
"Users": {
"size": 47,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/users",
"validationErrors": {
"size": 3,
"href":

"/v1l/operations/56033e1d5f2d4154b958b44a5702a964/users/validationerrors"”
}
by
"CallCenterAgent": {
"size": 50,
"href":
"/v1l/operations/56033e1d5£2d4154b958b44a5702a964/callcenteragent”
by
"CallRecording": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/callrecording”
by
"CallForwarding": {
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"size": 50,
"href":
"/vl/operations/56033e1d5f2d4154b958b44a5702a964/callForwarding”
b

"PhoneNumbers": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/phonenumbers"

Response Status Codes
Success
e 201 Created - Successfully created operation.
Error
e 401 Unauthorized - An authentication error occurred.
e 403 Forbidden - Attempted to create Operation for incorrect Enterprise.
e 404 Not Found - Either the Enterprise or Group provided was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}

30



Clearspan OpEasy API Specification

Append tasks to Existing Operation
Appends tasks to an existing Operation via a JSON File Upload. The provided file must have a
file extension of “.json”. The JSON within the file must be formatted as specified by the “JSON
File Fields” and “JSON File Example” section below.
HTTP PATCH - /v1/operations/{operation-id}

Path Variables

« operation-id - The ID of the operation to append provisioning tasks to.

Query Parameters

None.

Required Headers

« Authorization: {authentication-token}

o Accept: application/json

o Content-Type: multipart/form-data

Form Data Fields

Name Description Content Disposition Content Type
file The JSON file to form-data; name="file”; aoplication/ison
upload. filename="{{filename}}’ PP J

JSON File Fields

Field Name Type Description

JSON JSON Object containing the various types of
tasks Obiect task that can be carried out (e.g. User tasks,
J Call Center Agent tasks, etc.)

JSON | JSON List containing various provisioning

tasks.Users List tasks relating to Users.

JSON | JSON Object containing the information about

tasks.Users|0] Object |the User provisioning task to be carried out.

String representing the command for the task.

tasks.Users[0].command String See Appendix | for more information on the

available commands.
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JSON Object containing the fields related to
the resource to be affected by the provisioning

JSON |task. Varies based on the command.
tasks.Users[0].content Object
See Appendix | for more information on the
required fields per-command.
JSON | JSON List containing various provisioning
tasks.CallCenterAgent List tasks relating to Call Center Agents.
JSON JSON Object containing the information about
tasks.CallCenterAgent[0] Obiect the Call Center Agent provisioning task to be
J carried out.
String representing the command for the task.
tasks.CallCenterAgent|0].command | String See Appendix Il for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
tasks.CallCenterAgent[0].content ‘('I)Sb?e';lt task. Varies based on the command.
See Appendix Il for more information on the
required fields per-command.
JSON JSON List containing various provisioning
tasks.CallRecording List tasks relating to Call Recording Configuration
for existing users.
JSON JSON Object containing the information about
tasks.CallRecording[0] . the Call Recording Configuration provisioning
Object .
task to be carried out.
String representing the command for the task.
tasks.CallRecording[0].command | String See Appendix Il for more information on the
available commands.
JSON Object containing the fields related to
the resource to be affected by the provisioning
tasks. CallRecording[0].content ést)%lit task. Varies based on the command.
See Appendix Il for more information on the
required fields per-command.
JSON JSON List containing various provisioning
tasks.CallForwarding List tasks relating to Call Forwarding Configuration

for existing users.
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JSON

tasks.CallForwarding[0] Object

JSON Object containing the information about
the Call Forwarding Configuration provisioning
task to be carried out.

tasks.CallForwarding[0].command | String

String representing the command for the task.

See Appendix |V for more information on the
available commands.

JSON Object containing the fields related to
the resource to be affected by the provisioning

tasks.CallForwarding[0].content éi%l;lt task. Varies based on the command.
See Appendix IV for more information on the
required fields per-command.
JSON JSON List containing various provisioning
tasks.PhoneNumbers List tasks relating to Phone Numbers for existing
users.
JSON JSON Object containing the information about
tasks.PhoneNumbers|0] Object the Phone Numbers provisioning task to be

carried out.

tasks.PhoneNumbers[0].command | String

String representing the command for the task.

See Appendix V for more information on the
available commands.

JSON Object containing the fields related to
the resource to be affected by the provisioning

tasks.PhoneNumbers[0].content EJ)SbT()eEt task. Varies based on the command.
See Appendix V for more information on the
required fields per-command.

JSON File Example
{
"tasks": {
"Users": [
{
"command": "AddUser",

"content": {
{add-user-fields}
}

"command": "AddDevice",
"content": {
{add-device-fields}
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}
1,
"CallCenterAgent": [
{
"command": "Assign",
"content": {

{assign-call-center-agent-fields}

"command": "Remove",
"content": {

{remove-call-center-agent-fields}

}
1,
"CallRecording": [
{
"command": "Modify",
"content": {
{modify-call-recording-fields}

"command": "Modify",
"content": {
{modify-call-recording-fields}

}
1,
"CallForwarding": [
{
"command": "Modify",
"content"™: {
{modify-call-forwarding-fields}

"command": "Modify",
"content": {
{modify-call-forwarding-fields}

}
1,
"PhoneNumbers": [
{
"command": "Modify",
"content": {
{phone-numbers-fields}

"command": "Assign",
"content": {
{phone-numbers-fields}

Clearspan OpEasy API Specification
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Field Name Type Description
, . The ID of the enterprise the operation
enterpriseld String has been created for.
id String | Unique ID for this operation.
tasks JSON | JSON Obiject containing links to the
Object |various types of task on this operation.
tasks. Users JSON | Contains information on Users tasks
' Object |as part of the operation.
. Total number of Users tasks on the
tasks.Users.size Integer .
operation.
tasks.Users. href String Strln'g containing a I|nl§ to the tgsks
relating to Users on this operation.
Only present if one or more
JSON validation errors occurred for the
tasks.Users.validationErrors : Users tasks added to the Operation.
Object :
Contains a summary of Users
validation errors.
tasks.Users.validationErrors.size Integer Total number of Users validation
errors.
Href link to the endpoint to view all
tasks.Users.validationErrors.href String | Users validation errors on the
operation.
tasks.CallCenterAgent JSON | Contains information on Call Center
' 9 Object |Agent tasks as part of the operation.
tasks.CallCenterAgent.size Integer Total number of Ca!l Center Agent
tasks on the operation.
String containing a link to the tasks
tasks.CallCenterAgent.href String | relating to Call Center Agents on this

operation.
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Only present if one or more
validation errors occurred for the

tasks.CallCenterAgent.validationErrors JSQN Call Center Agent tasks added to
Object . :
the Operation. Contains a summary
of Call Center Agent validation errors.
tasks.CallCenterAgent.validationErrors.size | Integer Tot_al nymber of Call Center Agent
validation errors.
Href link to the endpoint to view all Call
tasks.CallCenterAgent.validationErrors.href | String | Center Agent validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallRecording : relating to Call Recording
Object , . . .
Configuration on this operation.
. . Total number of Call Recording
tasks.CallRecording.size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallRecording.href String |relating to Call Recording
Configuration on this operation.
Only present if one or more
JSON validation errors occurred for the
tasks.CallRecording.validationErrors : Call Recording tasks added to the
Object . .
Operation. Contains a summary of
Call Recording validation errors.
tasks.CallRecording.validationErrors.size | Integer Tot_al qumber of Call Recording
validation errors.
Href link to the endpoint to view all Call
tasks.CallRecording.validationErrors.href | String | Recording validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallForwarding : relating to Call Forwarding
Object , . : .
Configuration on this operation.
. . Total number of Call Forwarding
tasks.CallForwarding.size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallForwarding.href String | relating to Call Forwarding

Configuration on this operation.
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Only present if one or more
validation errors occurred for the

tasks.CallForwarding.validationErrors JSQN Call Forwarding tasks added to the
Object . ,
Operation. Contains a summary of
Call Forwarding validation errors.
tasks.CallForwarding.validationErrors.size |Integer Tot_al nymber of Call Forwarding
validation errors.
Href link to the endpoint to view all Call
tasks.CallForwarding.validationErrors.href |String | Forwarding validation errors on the
operation.
JSON String containing a link to the tasks
tasks.PhoneNumbers : relating to Phone Numbers on this
Object >
operation.
tasks. PhoneNumbers.size Integer Total number.of Phone Numbers tasks
on the operation.
String containing a link to the tasks
tasks.PhoneNumbers.href String | relating to Phone Numbers on this
operation.
Only present if one or more validation
JSON |errors occurred for the Phone
tasks.PhoneNumbers.validationErrors . Numbers tasks added to the
Object . )
Operation. Contains a summary of
Phone Numbers validation errors.
tasks.PhoneNumbers.validationErrors.size |Integer Tot_al qumber of Phone Numbers
validation errors.
Href link to the endpoint to view all
tasks.PhoneNumbers.validationErrors.href |String | Phone Numbers validation errors on

the operation.

Response Body Example

200 OK
{
"enterpriseId": "enterprise-id",
"id": "56033e1d5f2d4154b958b44a5702a964",
"tasks": {
"Users": {
"size": 50,
"href":

b
"CallCenterAgent": {
"size": 50,

"href":

"/vl/operations/56033e1d5f2d4154b958b44a5702a964 /users”

"/vl/operations/56033e1d5f2d4154b958b44a5702a964/callcenteragent”
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1y
"CallRecording": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/callrecording"”
}y
"CallForwarding": {
"size": 50,
"href":
"/v1/operations/56033e1d5£2d4154b958b44a5702a964/callForwarding"
}y

"PhoneNumbers": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d4154b958b44a5702a964/phonenumbers”

Response Status Codes
Success
e 200 OK - Successfully appended tasks.
Error

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Get a Specific Operation

Retrieves a specific Operation by its ID.

HTTP GET - /v1/operations/{operation-id}

None.

None.

Path Variables

Clearspan OpEasy API Specification

o operation-id - The ID of the operation to retrieve.

Query Parameters
None.
Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

Request Body Example

Response Body Fields

Field Name Type Description
. . The ID of the enterprise the operation

enterpriseld String has been created for.

id String | Unique ID for this operation.

tasks JSON | JSON Obiject containing links to the

Object |various types of task on this operation.
tasks. Users JSON | Contains information on Users tasks
' Object |as part of the operation.
. Total number of Users tasks on the

tasks.Users.size Integer .
operation.

tasks.Users.href String Strln.g containing a I|nl§ to the tgsks
relating to Users on this operation.
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Only present if one or more
validation errors occurred for the

tasks.Users.validationErrors JSQN Users tasks added to the Operation.
Object :
Contains a summary of Users
validation errors.
tasks.Users.validationErrors.size Integer Total number of Users validation
errors.
Href link to the endpoint to view all
tasks.Users.validationErrors.href String | Users validation errors on the
operation.
tasks.CallCenterAgent JSON | Contains information on Call Center
' 9 Object |Agent tasks as part of the operation.
tasks.CallCenterAgent.size Integer Total number of Ca]l Center Agent
tasks on the operation.
String containing a link to the tasks
tasks.CallCenterAgent.href String | relating to Call Center Agents on this
operation.
Only present if one or more
JSON validation errors occurred for the
tasks.CallCenterAgent.validationErrors : Call Center Agent tasks added to
Object - :
the Operation. Contains a summary
of Call Center Agent validation errors.
tasks.CallCenterAgent.validationErrors.size | Integer Tot.al qumber of Call Center Agent
validation errors.
Href link to the endpoint to view all Call
tasks.CallCenterAgent.validationErrors.href | String | Center Agent validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallRecording . relating to Call Recording
Object : . . .
Configuration on this operation.
. . Total number of Call Recording
tasks.CallRecording.size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallRecording.href String | relating to Call Recording

Configuration on this operation.
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Only present if one or more
validation errors occurred for the

tasks.CallRecording.validationErrors JSQN Call Recording tasks added to the
Object . .
Operation. Contains a summary of
Call Recording validation errors.
tasks.CallRecording.validationErrors.size | Integer Tot_al nymber of Call Recording
validation errors.
Href link to the endpoint to view all Call
tasks.CallRecording.validationErrors.href | String | Recording validation errors on the
operation.
JSON String containing a link to the tasks
tasks.CallForwarding : relating to Call Forwarding
Object , . : .
Configuration on this operation.
. . Total number of Call Forwarding
tasks.CallForwarding.size Integer Configuration tasks on the operation.
String containing a link to the tasks
tasks.CallForwarding.href String |relating to Call Forwarding
Configuration on this operation.
Only present if one or more
JSON validation errors occurred for the
tasks.CallForwarding.validationErrors : Call Forwarding tasks added to the
Object . ,
Operation. Contains a summary of
Call Forwarding validation errors.
tasks.CallForwarding.validationErrors.size |Integer Tot_al qumber of Call Forwarding
validation errors.
Href link to the endpoint to view all Call
tasks.CallForwarding.validationErrors.href |String |Forwarding validation errors on the
operation.
JSON String containing a link to the tasks
tasks.PhoneNumbers : relating to Phone Numbers on this
Object >
operation.
tasks. PhoneNumbers.size Integer Total number.of Phone Numbers tasks
on the operation.
String containing a link to the tasks
tasks.PhoneNumbers.href String | relating to Phone Numbers on this

operation.
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Only present if one or more validation
JSON | €rrors occurred for the Phone
) Numbers tasks added to the
Object . )
Operation. Contains a summary of
Phone Numbers validation errors.

tasks.PhoneNumbers.validationErrors

Total number of Phone Numbers

tasks.PhoneNumbers.validationErrors.size |Integer L
validation errors.

Href link to the endpoint to view all
tasks.PhoneNumbers.validationErrors.href |String | Phone Numbers validation errors on
the operation.

Response Body Example

200 OK
{
"enterpriseId": "enterprise-id",
"id": "56033el1d5f2d4154b958b44a5702a964",
"tasks": {
"Users": {
"size": 50,
"href": "/vl/operations/56033e1d5f2d41540b958b44a5702a964/users"

bo
"CallCenterAgent": {
"size": 50,
"href":
"/v1l/operations/56033e1d5f2d4154b958b44a5702a964/callcenteragent”
bo
"CallRecording": {

"size": 50,

"href": "/v1/operations/56033el1d5£2d4154b958b44a5702a964/callrecording”
by
"CallForwarding": {

"size": 50,

"href":

"/v1l/operations/56033e1d5£2d4154b958b44a5702a964/callForwarding"
by

"PhoneNumbers": {
"size": 50,
"href": "/vl1/operations/56033e1d5f2d4154b958b44a5702a964/phonenumbers”

Response Status Codes
Success
e 200 OK - Successfully retrieved Operation.

Error
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401 Unauthorized - An authentication error occurred.
404 Not Found - The Operation ID provided was not found.

Response Headers

Content-Type: application/json
Content-Length: {length-of-response}

Clearspan OpEasy API Specification

43



Clearspan OpEasy API Specification

Get User-related Tasks of a Specific Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves Users-specific tasks on a specified Operation.

HTTP GET - /v1/operations/{operation-id}/users

Path Variables

o operation-id - The ID of the operation to retrieve user-related tasks for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description

Pagination field displaying the total number of entries
pageSize Integer displayed on the page.

Not present if using File Download responses.

Pagination field displaying the current page number.
pageNumber Integer

Not present if using File Download responses.

Pagination field displaying the total number of pages of

results.
totalPages Integer

Not present if using File Download responses.

Pagination field displaying the total number of items across
totalltems Integer all pages.

Not present if using File Download responses.
Users JSON List &SON List containing various provisioning tasks relating to

sers.
JSON JSON Object containing the information about the User
Users[0] : o .
Object provisioning task to be carried out.
Users[0].command | String String representing the command for the task.
Users[0].content JSON JSON Object containing the fields related to the resource to
' Object be affected by the provisioning task.

Response Body Example

200 OK

"pageSize": 50,
0,
5,
250,

"pageNumber":
"totalPages":
"totalItems":
"Users": [

{

"command" :

"content": {
{add-user-fields}

}

"command" :

"content": {
{add-device-fields}

"AddUser",

"AddDevice",
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I

Response Status Codes
Success
e 200 OK - Successfully retrieved tasks for operation.
Error

¢« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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Get Call Center Agent-related Tasks of a Specific Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves Call Center Agent-specific tasks on a specified Operation.

HTTP GET - /v1/operations/{operation-id}/callcenteragent

Path Variables

« operation-id - The ID of the operation to retrieve call center agent tasks for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description

Pagination field displaying the total number of
pageSize Integer entries displayed on the page.

Not present if using File Download responses.

Pagination field displaying the current page
pageNumber Integer number.

Not present if using File Download responses.

Pagination field displaying the total number of
totalPages Integer pages of resuits.

Not present if using File Download responses.

Pagination field displaying the total number of
totalltermns Integer items across all pages.

Not present if using File Download responses.
Catcentrmgen. |{SON 1SN s contaigiows proviionng s

JSON JSON Object containing .the. information about. the

CallCenterAgent[0] Object (C):St” Center Agent provisioning task to be carried
CallCenterAgent[0].command | String String representing the command for the task.
CatCenteragentlontent | 1598, |15 Ot conarin e et e

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"CallCenterAgent":
{
"command":
"content":

[

"Assign",

{

{assign-call-center-agent-fields}

}
s
{
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"command": "Remove",
"content": {
{remove-call-center-agent-fields}
}
}y

Response Status Codes
Success
e 200 OK - Successfully retrieved tasks for operation.
Error

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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Get Call Recording Configuration-related Tasks of a Specific
Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves Call Recording Configuration-specific tasks on a specified Operation.

HTTP GET - /v1/operations/{operation-id}/callrecording

Path Variables

o operation-id - The ID of the operation to retrieve call recording tasks for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter T
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of entries
pageSize Integer displayed on the page.
Not present if using File Download responses.
Pagination field displaying the current page number.
pageNumber Integer
Not present if using File Download responses.
Pagination field displaying the total number of pages
of results.
totalPages Integer
Not present if using File Download responses.
Pagination field displaying the total number of items
totalltems Integer across all pages.
Not present if using File Download responses.
callRecordin JSON JSON List containing various provisioning tasks
9 List relating to Call Recording Configuration.
CallRecording[0] JSON JSON Object containing the information about the
9 Object Call Recording Configuration task to be carried out.
CallRecording[0].command | String String representing the command for the task.
CallRecording[0].content JSON JSON Object containing the fields related to the
9Lel- Object resource to be affected by the provisioning task.

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"CallRecording": [
{
"command":
"content": {

"Modify",

{modify-call-recording-fields}

}

"command" :
"content": {

"Modify",

{modify-call-recording-fields}
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I

Response Status Codes
Success
e 200 OK - Successfully retrieved tasks for operation.
Error

¢« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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Get Call Forwarding-related Tasks of a Specific Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves Call Forwarding tasks on a specified Operation.

HTTP GET - /v1/operations/{operation-id}/callforwarding

Path Variables

« operation-id - The ID of the operation to retrieve call forwarding tasks for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of
pageSize Integer entries displayed on the page.
Not present if using File Download responses.
Pagination field displaying the current page number.
pageNumber Integer
Not present if using File Download responses.
Pagination field displaying the total number of
totalPages Integer pages of results.
Not present if using File Download responses.
Pagination field displaying the total number of items
totalltems Integer across all pages.
Not present if using File Download responses.
. JSON JSON List containing various provisioning tasks
CallForwarding . . :
List relating to Call Forwarding.
CallForwarding[0] JSON JSON Object containing the information about the
9 Object Call Forwarding task to be carried out.
CallForwarding[0].command | String String representing the command for the task.
CallForwarding[0].content JSON JSON Object containing the fields related to the
9Lel- Object resource to be affected by the provisioning task.

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"CallForwarding": [
{
"command" :
"content": {

"Modify",

{modify-call-forwarding-fields}

}

"command" :
"content": {

"Modify",

{modify-call-forwarding-fields}
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Response Status Codes
Success
e 200 OK - Successfully retrieved tasks for operation.
Error

¢« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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Get Phone Numbers-related Tasks of a Specific Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves Phone Numbers tasks on a specified Operation.

HTTP GET - /v1/operations/{operation-id}/phonenumbers

Path Variables

e operation-id - The ID of the operation to retrieve phone numbers tasks for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter g
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9" hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of
pageSize Integer entries displayed on the page.
Not present if using File Download responses.
Pagination field displaying the current page
pageNumber Integer number.
Not present if using File Download responses.
Pagination field displaying the total number of
totalPages Integer pages of results.
Not present if using File Download responses.
Pagination field displaying the total number of items
totalltems Integer across all pages.
Not present if using File Download responses.
PhoneNumbers[0] JS(_)N JSON Object containing the infqrmation about the
Object Phone Numbers task to be carried out.
PhoneNumbers[0].command | String String representing the command for the task.
PhoneNumbers[0].content JSQN JSON Object containing the fields r.el.ate.d to the
Object resource to be affected by the provisioning task.

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": 0,
"totalPages": 5,
"totalItems": 250,
"PhoneNumbers": [

{

"command": "Modify",

"content": {

{phone-numbers-fields}

}

"command": "Assign",

"content": {
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{phone-numbers-fields}

}y

Response Status Codes
Success
e 200 OK - Successfully retrieved tasks for operation.
Error

¢« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

« Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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Get All “Users” Validation Errors on Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Gets all validation errors on the operation related to “Users” tasks.

HTTP GET - /v1/operations/{operation-id}/users/validationerrors

Path Variables

« operation-id - The ID of the operation to get “Users” validation errors for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
The maximum number of results that can be returned
pageSize Integer on the page.
Not present if using File Download responses.
The current page of results.
pageNumber Integer
Not present if using File Download responses.
The total number of pages of results
totalPages Integer
Not present if using File Download responses.
The total number of results across all pages.
totalltems Integer
Not present if using File Download responses.
Users JSON JSON List of all Validation Errors that occurred in
List “Users” tasks.
JSON JSON Object containing information about the
Users[0] Obiect Validation Error that has occurred, and the task that
J the validation error was found in.
: . nique Identifier for the Validation Error, used to
Users[0].id Strin Uni Identifier for the Validation E dt
| 9 retrieve or delete this particular Validation Error
Users|0].validationErrors i?s?N List of String validation error messages for the task.
Users[0].validationErrors[0] | String An error message Qescrlblng the validation error that
has occurred for this task.
Users[0] task JSON JSON object containing the task that the validation
' Object | error occurred on.

Response Body Example

200 OK

50,

0,
Sy
250,

"pageSize":
"pageNumber" :
"totalPages":
"totalItems":
"Users": [

{

"id" .

"validationErrors":
"Validation Error Message 1",

[

"77846af043714dd7a981427decfc71cl",
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"Validation Error Message 2",

1y
"task": {
"command": "AddUser",
"content": {
{add-user-fields}

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [
"Validation Error Message 1",
"Validation Error Message 2",

1y
"task": {
"command": "AddUser",
"content": {
{add-user-fields}

s

Response Status Codes
Success
e 200 OK - Successfully retrieved page of “Users” validation errors.
Error

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Get Specific “Users” Validation Error on Operation

Gets a specific validation error related to a “Users” task by its ID.

HTTP GET - /v1/operations/{operation-id}/users/validationerrors/{validation-error-id}
Path Variables

o operation-id - The ID of the operation to get “Users” validation errors for.
« validation-error-id - The ID of the validation error to retrieve.

Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

Unique Identifier for the Validation Error, used to retrieve or

id String delete this particular Validation Error

validationErrors JSON List
task.

List of String validation error messages that occurred for the

An error message describing the validation error that has

validationErrors[0] | String occurred for this task

JSON JSON object containing the task that the validation error

validationError.task Object occurred on.
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Response Body Example

200 OK
{

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [

"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "AddUser",
"content": {
{add-user-fields}
}

Response Status Codes

Success

e 200 OK - Successfully retrieved validation error.

Error

¢ 401 Unauthorized - An authentication error occurred.

Clearspan OpEasy API Specification

e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

o Content-Type: application/json

o Content-Length: {length-of-response}
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Delete “Users” Validation Error on Operation

Deletes a specific validation error related to a “Users” task from the operation, so that a new
task may be appended to the operation which fixes the validation error.

HTTP DELETE - /v1/operations/{operation-id}/users/validationerrors/{validation-error-id}

Path Variables

« operation-id - The ID of the operation to delete “Users” validation errors for.
« validation-error-id - The ID of the validation error to delete.

Query Parameters

None.

Required Headers

o Authorization: {authentication-token}
Request Body Fields
None.

Request Body Example
None.

Response Body Fields
None.

Response Body Example
None.

Response Status Codes

Success

Error

204 No Content - Successfully deleted validation error.

401 Unauthorized - An authentication error occurred.
404 Not Found - The Operation ID or Validation Error ID was not found.
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Response Headers

None.
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Get All “CallCenterAgent” Validation Errors on Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Gets all validation errors on the operation related to “CallCenterAgent” tasks.

HTTP GET - /v1/operations/{operation-id}/callcenteragent/validationerrors

Path Variables

o operation-id - The ID of the operation to get “CallCenterAgent” validation errors for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
The maximum number of results that can
be returned on the page.
pageSize Integer
Not present if using File Download
responses.
The current page of results.
pageNumber Integer Not present if using File Download
responses.
The total number of pages of results
totalPages Integer Not present if using File Download
responses.
The total number of results across all
pages.
totalltems Integer
Not present if using File Download
responses.
CallCenterAgent JSON | JSON List of all Validation Errors that
9 List occurred in “CallCenterAgent” tasks.
JSON Object containing information about
CallCenterAgent[0] JSON the Validation Error that has occurred, and
9 Object |the task that the validation error was found
in.
Unique ldentifier for the Validation Error,
CallCenterAgent[0].id String | used to retrieve or delete this particular
Validation Error
CallCenterAgent[0].validationErrors JSON List of String validation error messages for
List the task.

. . An error message describing the validation
CallCenterAgent[0].validationErrors[0] | String error that has occurred for this task.
CallCenterAgent[0] task JSC_)N JSQN pbject containing the task that the

Object |validation error occurred on.
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Response Body Example
200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"CallCenterAgent": [
{
"id": "77846af043714dd7a981427decfc71lcl",
"validationkErrors": [
"validation error message 1",
"validation error message 2",

1y
"task": {
"command": "Assign",
"content": {
{assign-call-center-agent-fields}

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [
"validation error message 1",
"validation error message 2",

1y
"task": {
"command": "Remove",
"content": {
{remove-call-center-agent-fields}

}

by

Response Status Codes
Success
e 200 OK - Successfully retrieved page of “Call Center Agent” validation errors.
Error

+ 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.
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Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Get Specific “CallCenterAgent” Validation Error on Operation

Gets a specific validation error related to a “CallCenterAgent” task by its ID.

HTTP GET - /v1/operations/{operation-id}/callcenteragent/validationerrors/{validation-error-id}
Path Variables

« operation-id - The ID of the operation to get “CallCenterAgent” validation errors for.
« validation-error-id - The ID of the validation error to retrieve.

Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

Unique Identifier for the Validation Error, used to retrieve or

id String delete this particular Validation Error

List of String validation error messages that occurred for the

validationErrors JSON List
task.

An error message describing the validation error that has
occurred for this task.

JSON JSON object containing the task that the validation error
Object occurred on.

validationErrors[0] | String

validationError.task
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Response Body Example

200 OK
{

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [

"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Assign",
"content": {
{assign-call-center-agent-fields}

}

Response Status Codes

Success

e 200 OK - Successfully retrieved validation error.

Error

¢ 401 Unauthorized - An authentication error occurred.

e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Delete “CallCenterAgent” Validation Error on Operation

Deletes a specific validation error related to a “CallCenterAgent” task from the operation, so
that a new task may be appended to the operation which fixes the validation error.

HTTP DELETE - /v1/operations/{operation-id}/callcenteragent/validationerrors/{validation-
error-id}

Path Variables
« operation-id - The ID of the operation to delete “CallCenterAgent” validation errors
. floariidation-error-id - The ID of the validation error to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example
None.
Response Status Codes

Success
e 204 No Content - Successfully deleted validation error.

Error
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401 Unauthorized - An authentication error occurred.
404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

None.
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Get All “CallRecording” Validation Errors on Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Gets all validation errors on the operation related to “CallRecording” tasks.

HTTP GET - /v1/operations/{operation-id}/callrecording/validationerrors

Path Variables

o operation-id - The ID of the operation to get “CallRecording” validation errors for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
The maximum number of results that can be
. returned on the page.
pageSize Integer
Not present if using File Download responses.
The current page of results.
pageNumber Integer
Not present if using File Download responses.
The total number of pages of results
totalPages Integer
Not present if using File Download responses.
The total number of results across all pages.
totalltems Integer
Not present if using File Download responses.
callRecordin JSON JSON List of all Validation Errors that
9 List occurred in “CallRecording” tasks.
JSON JSON Object containing information about the
CallRecording[0] Obiect Validation Error that has occurred, and the
J task that the validation error was found in.
Unique ldentifier for the Validation Error, used
CallRecording[0].id String to retrieve or delete this particular Validation
Error
CallRecording[0].validationErrors JSON List of String validation error messages for the
List task.

, I . An error message describing the validation
CallRecording[0].validationErrors[0] | String error that has occurred for this task.
CallRecording[0].task JSC_)N JSQN pbject containing the task that the

Object | validation error occurred on.

Response Body Example
200 OK

"pageSize": 50,

"pageNumber": 0,

"totalPages": 5,

"totalItems": 250,

"CallRecording": [
{

"id": "77846af043714dd7a981427decfc71cl",
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"validationErrors": [
"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{modify-call-recording-fields}
}

"id": "77846af043714dd7a981427decfc71lcl",

"validationErrors": [
"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{modify-call-recording-fields}
}

by

Response Status Codes

Success

Clearspan OpEasy API Specification

e 200 OK - Successfully retrieved page of “CallRecording” validation errors.

Error

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Get Specific “CallRecording” Validation Error on Operation

Gets a specific validation error related to a “CallRecording” task by its ID.

HTTP GET - /v1/operations/{operation-id}/callrecording/validationerrors/{validation-error-id}
Path Variables

« operation-id - The ID of the operation to get “CallRecording” validation errors for.
« validation-error-id - The ID of the validation error to retrieve.

Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

Unique Identifier for the Validation Error, used to retrieve or

id String delete this particular Validation Error

List of String validation error messages that occurred for the

validationErrors JSON List
task.

An error message describing the validation error that has
occurred for this task.

JSON JSON object containing the task that the validation error
Object occurred on.

validationErrors[0] | String

validationError.task
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Response Body Example

200 OK
{

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [

"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{modify-call-recording-fields}
}
Response Status Codes

Success

e 200 OK - Successfully retrieved validation error.

Error

¢ 401 Unauthorized - An authentication error occurred.

e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Delete “CallRecording” Validation Error on Operation

Deletes a specific validation error related to a “CallRecording” task from the operation, so that
a new task may be appended to the operation which fixes the validation error.

HTTP DELETE - /v1/operations/{operation-id}/callrecording/validationerrors/{validation-error-
id}

Path Variables
« operation-id - The ID of the operation to delete “CallRecording” validation errors
. floariidation-error-id - The ID of the validation error to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example
None.
Response Status Codes

Success
e 204 No Content - Successfully deleted validation error.

Error

79



Clearspan OpEasy API Specification

401 Unauthorized - An authentication error occurred.
404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

None.
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Get All “CallForwarding” Validation Errors on Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Gets all validation errors on the operation related to “CallForwarding” tasks.

HTTP GET - /v1/operations/{operation-id}/callforwarding/validationerrors

Path Variables

« operation-id - The ID of the operation to get “CallForwarding” validation errors for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
The maximum number of results that can be
returned on the page.
pageSize Integer
Not present if using File Download
responses.
The current page of results.
pageNumber Integer Not present if using File Download
responses.
The total number of pages of results
totalPages Integer Not present if using File Download
responses.
The total number of results across all pages.
totalltems Integer Not present if using File Download
responses.
CallForwardin JSON [ JSON List of all Validation Errors that
9 List occurred in “CallForwarding” tasks.
JSON Object containing information about
CallForwarding[0] JSON [the Validation Error that has occurred, and
9 Object |the task that the validation error was found
in.
Unique Identifier for the Validation Error,
CallForwarding[0].id String used to retrieve or delete this particular
Validation Error
CallForwarding[0].validationErrors JSON List of String validation error messages for
List the task.

. S , An error message describing the validation
CallForwarding[0].validationErrors[0] | String arror that has occurred for this task.
CallForwarding[0].task JSQN JSQN pbject containing the task that the

Object | validation error occurred on.
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Response Body Example
200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"CallForwarding": [
{
"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [
"validation error message 1",
"validation error message 2",

1y
"task": {
"command": "Modify",
"content": {
{modify-call-forwarding-fields}

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [
"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{modify-call-forwarding-fields}
}

by

Response Status Codes
Success
e 200 OK - Successfully retrieved page of “CallForwarding” validation errors.
Error

+ 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.
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Response Headers

Content-Type: application/json
Content-Length: {length-of-response}
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Get Specific “CallForwarding” Validation Error on Operation

Gets a specific validation error related to a “CallForwarding” task by its ID.

HTTP GET - /v1/operations/{operation-id}/callforwarding/validationerrors/{validation-error-id}
Path Variables

« operation-id - The ID of the operation to get “CallForwarding” validation errors for.
« validation-error-id - The ID of the validation error to retrieve.

Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

Unique Identifier for the Validation Error, used to retrieve or

id String delete this particular Validation Error

List of String validation error messages that occurred for the

validationErrors JSON List
task.

An error message describing the validation error that has
occurred for this task.

JSON JSON object containing the task that the validation error
Object occurred on.

validationErrors[0] | String

validationError.task
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Response Body Example

200 OK
{

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [

"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{modify-call-forwarding-fields}
}
Response Status Codes

Success

e 200 OK - Successfully retrieved validation error.

Error

¢ 401 Unauthorized - An authentication error occurred.

e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Delete “CallForwarding” Validation Error on Operation

Deletes a specific validation error related to a “CallForwarding” task from the operation, so that
a new task may be appended to the operation which fixes the validation error.

HTTP DELETE - /v1/operations/{operation-id}/callforwarding/validationerrors/{validation-error-
id}

Path Variables
« operation-id - The ID of the operation to delete a “CallForwarding” validation error
. flraca)lrirzj.ation-error-id - The ID of the validation error to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example
None.
Response Status Codes

Success
e 204 No Content - Successfully deleted validation error.

Error
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401 Unauthorized - An authentication error occurred.
404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

None.
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Get All “PhoneNumbers” Validation Errors on Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Gets all validation errors on the operation related to “PhoneNumbers” tasks.

HTTP GET - /v1/operations/{operation-id}/phonenumbers/validationerrors

Path Variables

« operation-id - The ID of the operation to get “PhoneNumbers” validation errors for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter oy
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers begin from 0.

Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
The maximum number of results that can be
returned on the page.
pageSize Integer
Not present if using File Download
responses.
The current page of results.
pageNumber Integer Not present if using File Download
responses.
The total number of pages of results
totalPages Integer Not present if using File Download
responses.
The total number of results across all pages.
totalltems Integer Not present if using File Download
responses.
PhoneNumbers JSON [JSON List of all Validation Errors that
List occurred in “PhoneNumbers” tasks.
JSON Object containing information about
PhoneNumbers[0] JSON |the Validation Error that has occurred, and
Object |the task that the validation error was found
in.
Unique Identifier for the Validation Error,
PhoneNumbers]0].id String used to retrieve or delete this particular
Validation Error
PhoneNumbers[0].validationErrors JSON List of String validation error messages for
List the task.

N , An error message describing the validation
PhoneNumbers[0].validationErrors[0] | String arror that has occurred for this task.
PhoneNumbers[0] task JSQN JSQN pbject containing the task that the

Object |validation error occurred on.
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Response Body Example
200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 5,
"totalItems": 250,
"PhoneNumbers": [
{
"id": "77846af043714dd7a981427decfc71lcl",
"validationkErrors": [
"validation error message 1",
"validation error message 2",

1y
"task": {
"command": "Modify",
"content": {
{phone-numbers-fields}

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [
"validation error message 1",
"validation error message 2",

1y
"task": {
"command": "Assign",
"content": {
{phone-numbers-fields}

}

by

Response Status Codes

Success

e 200 OK - Successfully retrieved page of “PhoneNumbers” validation errors.

Error

+ 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.
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Response Headers

Content-Type: application/json
Content-Length: {length-of-response}
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Get Specific “PhoneNumbers” Validation Error on Operation

Gets a specific validation error related to a “PhoneNumbers” task by its ID.

HTTP GET - /v1/operations/{operation-id}/phonenumbers/validationerrors/{validation-error-id}
Path Variables

« operation-id - The ID of the operation to get “PhoneNumbers” validation errors for.
« validation-error-id - The ID of the validation error to retrieve.

Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

Unique Identifier for the Validation Error, used to retrieve or

id String delete this particular Validation Error

List of String validation error messages that occurred for the

validationErrors JSON List
task.

An error message describing the validation error that has
occurred for this task.

JSON JSON object containing the task that the validation error
Object occurred on.

validationErrors[0] | String

validationError.task
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Response Body Example

200 OK
{

"id": "77846af043714dd7a981427decfc71lcl",
"validationErrors": [

"validation error message 1",
"validation error message 2",

1,
"task": {
"command": "Modify",
"content": {
{phone-numbers-fields}
}
Response Status Codes

Success

e 200 OK - Successfully retrieved validation error.

Error

+ 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}
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Delete “PhoneNumbers” Validation Error on Operation

Deletes a specific validation error related to a “PhoneNumbers” task from the operation, so that
a new task may be appended to the operation which fixes the validation error.

HTTP DELETE - /v1/operations/{operation-id}/phonenumbers/validationerrors/{validation-error-
id}

Path Variables
e operation-id - The ID of the operation to delete a “PhoneNumbers” validation error
. flraca)lrirzj.ation-error-id - The ID of the validation error to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}
Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example
None.
Response Status Codes

Success
e 204 No Content - Successfully deleted validation error.

Error
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e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID or Validation Error ID was not found.

Response Headers

None.

Delete Operation

Deletes a specified Operation, along with all tasks and validation errors related to the
Operation.

Please Note: If the Operation has been scheduled for processing by OpEasy, the
Scheduled Operation must be deleted before deleting the Operation.

HTTP DELETE - /v1/operations/{operation-id}
Path Variables
e operation-id - The ID of the operation to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}

Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example

None.
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Response Status Codes
Success
e 204 No Content - Successfully Deleted Operation.
Error
e 400 Bad Request - A Scheduled Operation still exists in relation to this Operation.
e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

None.
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SCHEDULED OPERATIONS ENDPOINTS

Schedule Operation for Processing

Schedules a particular Operation to be processed by OpEasy.

HTTP POST - /v1/scheduledoperations

Path Variables

None.

Query Parameters

None.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json
o Content-Type: application/json

Request Body Fields

Field Name Type Description
operation | JSON Object | JSON Object containing the operation ID to schedule.
operation.id | String ID of the existing Operation to schedule.

Request Body Example

"operation": {
"7fc796c5fff1472caflc3coda8bc8421"

"id" .

}

Response Body Fields

Field Name

Type Description

scheduledOperation

JSON | JSON object containing information
Object |about the newly-scheduled operation

scheduledOperation.id

String representing the ID of the newly-

String scheduled operation
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Current status of the scheduled
operation. Can be one of:

scheduledOperation.status String i pendlng.
e processing
e« completed
o completedWithErrors
, . JSON | JSON Object representing the
scheduledOperation.operation Object |operation that has been scheduled.
scheduledOperation.operation.id String ID of the Operation related to this

Scheduled Operation.

scheduledOperation.operation.enterpriseld

String

ID of the Enterprise the Operation
corresponds to.

Response Body Example

202 ACCEPTED
{

"scheduledOperation": {

"id": "2f9afd363e5clledb8780242ac120002",

"status": "pending",
"operation": {

"id": "7fc796c5fffl472caflc3cb6dal8bc8421",

"enterpriseId": "enterprise"

Response Status Codes

Success

e 202 Accepted - Successfully scheduled operation.

Error

e 400 Bad Request - The Operation provided has unresolved validation errors and cannot

be scheduled.

« 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Operation ID provided was not found.

Response Headers

o Content-Type: application/json

o Content-Length: {length-of-response}
o Location: {link-to-status-endpoint-for-scheduled-operation}
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Get Status of Scheduled Operation
Retrieves the current status of the scheduled operation.
HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/status
Path Variables
« scheduled-operation-id - The ID of the scheduled operation to get the status of.
Query Parameters
None.
Required Headers

« Authorization: {authentication-token}
o Accept: application/json

Request Body Fields
None.

Request Body Example
None.

Response Body Fields

Field Name Type Description

JSON |[JSON object containing information

scheduledOperation Object | about the newly-scheduled operation

String representing the ID of the newly-

scheduledOperation.id String scheduled operation
Current status of the scheduled
operation. Can be one of:
scheduledOperation.status String * pendlng.
e processing
e completed
o completedWithErrors
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Timestamp for when the scheduled

scheduledOperation.startTime String operation started processing
If status is either COMPLETED or
: : . COMPLETED_WITH_ERRORS, shows
scheduledOperation.completedTime String a timestamp for when the scheduled
operation completed.
If status is either COMPLETED or
scheduledOperation.links JSON |[COMPLETED _WITH_ERRORS,
P ' Object | contains links to view the results of the
scheduled operation.
scheduledOperation.links.results String Link to. view the results of the completed
operation.
: . JSON |JSON Object representing the operation
scheduledOperation.operation Object |that has been scheduled.
scheduledOperation.operation.id String ID of the Operation that this Scheduled

Operation relates to.

scheduledOperation.operation.enterpriseld

String

ID of the Enterprise that this Operation
corresponds to.

Response Body Example

202 ACCEPTED
{
"scheduledOperation": {
"id": "2f9%9afd363e5clledb8780242ac120002",
"status": "processing",
"startTime": "2022-09-27T12:02:58.321+00:00",
"operation": {
"id": "T7£c796c5fff1472caflc3c6da8bc8421",
"enterpriseId": "enterprise"
}
}
}
200 OK

"scheduledOperation": {

"/v1l/scheduledoperations/{scheduled-operation-id}/results"

"id": "2f9%9afd363e5clledb8780242ac120002",
"status": "completed",
"startTime": "2022-09-27T712:02:58.321+00:00",
"completedTime": "2022-09-27T712:03:21.622+00:00",
"links": {
"results":
}
"operation": {
"id": "7fc796c¢c5fff1472caflc3coda8bc8421",
"enterpriseId": "enterprise"
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Response Status Codes

Success

e 202 Accepted - Operation is still ongoing and has not completed yet.
e 200 OK - Operation is complete.

Error

e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Scheduled Operation ID provided was not found.

Response Headers
o Content-Type: application/json

o Content-Length: {length-of-response}
e Location: {link-to-results-endpoint-of-completed-operation} (Only if Operation has

Completed)
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View Results of Completed Scheduled Operation

Retrieves an overview of the results from the completed scheduled operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results

Path Variables

o scheduled-operation-id - The ID of the scheduled operation to retrieve results for.

Query Parameters

None.

Required Headers

« Authorization: {authentication-token}

o Accept: application/json

Request Body Fields

None.

Request Body Example

None.

Response Body Fields

Field Name Type Description
JSON JSON Object containing results information
results : about each type of task in the completed
Object )
operation.
JSON JSON Object containing results information
results.Users : about the Users tasks in the completed
Object .
operation.
. Total number of completed Users tasks in the
results.Users.size Integer .
operation.
Total number of successful Users tasks in
results.Users.successful Integer )
the operation.
, Total number of failed Users tasks in the
results.Users.failed Integer

operation.
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Link to detailed results for each Users task in

results.Users.href String the operation.
JSON JSON Object containing results information
results.CallCenterAgent ) about the Call Center Agent tasks in the
Object .
completed operation.
results.CallCenterAgent.size Integer Total number of cqmpleted Call Center Agent
tasks in the operation.
results.CallCenterAgent.successful | Integer Total numbe_r . successful Call Center
Agent tasks in the operation.
results.CallCenterAgent.failed Integer Total number . fa!led Call Center Agent
tasks in the operation.
results.CallCenterAgent. href String Link to deta_lled results fpr each Call Center
Agent task in the operation.
JSON JSON Object containing results information
results.CallRecording . about the Call Recording tasks in the
Object .
completed operation.
results.CallRecording.size Integer Total pumber of cqmpleted Call Recording
tasks in the operation.
results.CallRecording.successful | Integer Total pumber of sqccessful Call Recording
tasks in the operation.
results.CallRecording failed Integer Total numper of failed Call Recording tasks in
the operation.
, . Link to detailed results for each Call
results.CallRecording.href String Recording task in the operation.
JSON JSON Object containing results information
results.CallForwarding . about the Call Forwarding tasks in the
Object .
completed operation.
results.CallForwarding.size Integer Total pumber of cqmpleted Call Forwarding
tasks in the operation.
: Total number of successful Call Forwarding
results.CallForwarding.successful | Integer . :
tasks in the operation.
results.CallForwarding.failed Integer Total number of failed Call Forwarding tasks
in the operation.
results.CallForwarding.href String Link to detailed results for each Call

Forwarding task in the operation.
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JSON JSON Object containing results information
results.PhoneNumbers ) about the Phone Numbers tasks in the
Object .

completed operation.

Total number of completed Phone Numbers

results.PhoneNumbers.size Integer tasks in the operation.

Total number of successful Phone Numbers

results.PhoneNumbers.successful |Integer . :
tasks in the operation.

Total number of failed Phone Numbers tasks

results.PhoneNumbers.failed Integer |. :
in the operation.

Link to detailed results for each Phone

results.PhoneNumbers.href String Numbers task in the operation

Response Body Example

200 OK
{
"results": {
"Users": {
"size": 50,
"successful": 50,
"failed": O,
"href": "/scheduledoperations/{scheduled-operation-id}/results/users"

}y
"CallCenterAgent": {

"size": 50,

"successful": 50,

"failed": O,

"href": "/scheduledoperations/{scheduled-operation-

id}/results/callcenteragent"

b
"CallRecording": {

"size": 50,

"successful": 50,

"failed": O,

"href": "/scheduledoperations/{scheduled-operation-

id}/results/callrecording"

}y

"CallForwarding": {

"size": 50,

"successful": 50,

"failed": 0O,

"href": "/scheduledoperations/{scheduled-operation-

id}/results/callforwarding"
b
"PhoneNumbers": {
"size": 50,
"successful": 50,
"failed": O,
"href": "/scheduledoperations/{scheduled-operation-
id}/results/phonenumbers"
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Response Status Codes
Success
e 200 OK - Successfully retrieved results for operation.
Error
e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Scheduled Operation ID provided was not found.
e 404 Not Found - The Scheduled Operation has not completed yet, so no results are
available.

Response Headers

o Content-Type: application/json
o Content-Length: {length-of-response}

View Users-specific Results of Completed Scheduled Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves the results related to Users tasks on the specified completed scheduled operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results/users

Path Variables

o scheduled-operation-id - The ID of the completed scheduled operation to retrieve

Users results for.
Query Parameters

Note: The following query parameters are not required if using File Download
responses.

Parameter o ..
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
bag 9T hot present, defaults to 50.
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pageNumber

Integer

The page number to return. If not present, defaults to the first
page. Page numbers start from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of entries
pageSize Integer displayed on the page.
Not present if using file download responses.
Pagination field displaying the current page number.
pageNumber Integer
Not present if using file download responses.
Pagination field displaying the total number of pages of
results.
totalPages Integer
Not present if using file download responses.
Pagination field displaying the total number of items
totalltems Integer across all pages.
Not present if using file download responses.
Users iISS?N List of results related to User tasks.
JSON JSON Object containing the result for this particular
Users[0] )
Object User task.
. The command that was executed for this task on the
Users[0].command String :
completed operation.
Whether this task was successful or not. Can be either:
Users[0].status String e SUCCESS
« FAILED
Numerical code indicating the type of error that
occurred. (Only present if “status” is “FAILED”).
Users[0].errorCode String
See Appendix VI for a list of all error codes that may be
present in this field.
- , Error message String detailing the error that occurred.
Users[0].errorDescription | String (Only present if “status” is “FAILED”).
JSON JSON Object containing the fields that were provided in
Users[0].content ) .
Object the original request.
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Response Body Example
200 OK

"pageSize": 50,
"pageNumber": O,
"totalPages": 10,
"totalItems": 500,

"Users": [
{
"command": "AddUserDevice",
"status": "SUCCESS",
"content": {

{add-user-device-fields}

}

"command": "AddDevice",

"status": "FAILED",

"errorCode": "400",

"errorDescription": "Device already exists",
"content": {

{add-user-device-fields}
}
by

Response Status Codes
Success
e 200 OK - Successfully retrieved results for operation.
Error
e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Scheduled Operation ID provided was not found.
e 404 Not Found - The Scheduled Operation has not completed yet, so no results are
available.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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View Call Center Agent-specific Results of Completed Scheduled
Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves the results related to Call Center Agent tasks on the specified completed scheduled
operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results/callcenteragent
Path Variables

« scheduled-operation-id - The ID of the completed scheduled operation to retrieve
Call Center Agent results for.

Query Parameters

Note: The following query parameters are not required if using File Download
responses.

Parameter T
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer
page. Page numbers start from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields
None.
Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number
pageSize Integer of entries displayed on the page.
Not present if using file download responses.
Pagination field displaying the current page
number.
pageNumber Integer
Not present if using file download responses.
Pagination field displaying the total number
totalPages Integer of pages of results.
Not present if using file download responses.
totalltems Integer Pa.glnatlon field displaying the total number
of items across all pages.
CallCenterAgent JSON List of results related to Call Center Agent
List tasks.
JSON JSON Object containing the result for this
CallCenterAgent[0] Object particular Call Center Agent task.
CallCenterAgent[0].command String The command that was gxecuted for this task
on the completed operation.
Whether this task was successful or not. Can
be either:
CallCenterAgent[0].status String . SUCCESS
o FAILED
Numerical code indicating the type of error
that occurred. (Only present if “status” is
CallCenterAgent[0].errorCode String FAILED").
See Appendix VI for a list of all error codes
that may be present in this field.
Error message String detailing the error that
CallCenterAgent[0].errorDescription | String occurred. (Only present if “status” is

“FAILED”).
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CallCenterAgent[0].content

JSON
Object

JSON Object containing the fields that were
provided in the original request.

Response Body Example

"User is already assigned to Call Center (s)

in the

200 OK
{
"pageSize": 50,
"pageNumber": 0,
"totalPages": 10,
"totalItems": 500,
"CallCenterAgent": [
{
"command": "Assign",
"status": "FAILED",
"errorCode": "107",
"errorDescription":
list.",
"content": {
{assign-call-center-agent-fields}
}
b
{
"command": "Remove",
"status": "SUCCESS",
"content": {
{remove-call-center-agent-fields}
}
b
]
}
Response Status Codes
Success
e 200 OK - Successfully retrieved results for operation.
Error

401 Unauthorized - An authentication error occurred.
404 Not Found - The Scheduled Operation ID provided was not found.
404 Not Found - The Scheduled Operation has not completed yet, so no results are

available.

Response Headers

Content-Type: application/json OR Content-Type: application/octet-stream
Content-Length: {length-of-response}
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View Call Recording-specific Results of Completed Scheduled
Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves the results related to Call Recording tasks on the specified completed scheduled

operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results/callrecording

Path Variables

« scheduled-operation-id - The ID of the completed scheduled operation to retrieve
Call Recording results for.

Query Parameters

Note: The following query parameters are not required if using File Download

responses.
Parameter T
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer

page. Page numbers start from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields

None.

Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of
pageSize Integer entries displayed on the page.
Not present if using file download responses.
Pagination field displaying the current page
number.
pageNumber Integer
Not present if using file download responses.
Pagination field displaying the total number of
totalPages Integer pages of resuits.
Not present if using file download responses.
Pagination field displaying the total number of
totalltermns Integer items across all pages.
Not present if using file download responses.
, JSON . ,
CallRecording List List of results related to Call Recording tasks.
: JSON JSON Object containing the result for this
CallRecording]0] Object particular Call Recording task.
CallRecording[0].command String The command that was gxecuted for this task
on the completed operation.
Whether this task was successful or not. Can
be either:
CallRecording[0].status String . SUCCESS
o FAILED
Numerical code indicating the type of error that
occurred. (Only present if “status” is
CallRecording[0].errorCode String FAILED").
See Appendix VI for a list of all error codes that
may be present in this field.
Error message String detailing the error that
CallRecording[0].errorDescription | String occurred. (Only present if “status” is

“FAILED”).
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JSON JSON Object containing the fields that were

CallRecording[0].content Object provided in the original request.

Response Body Example
200 OK

"pageSize": 50,
"pageNumber": 0,
"totalPages": 10,
"totalItems": 500,

"CallRecording": [
{
"command": "Modify",
"status": "SUCCESS",
"content": {

{call-recording-modify-fields}
}

"command": "Modify",
"status": "FAILED",
"errorCode": "100"
"errorDescription": "General Error",
"content": {
{call-recording-modify-fields}

}

by

Response Status Codes
Success
e 200 OK - Successfully retrieved results for operation.
Error
e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Scheduled Operation ID provided was not found.
e 404 Not Found - The Scheduled Operation has not completed yet, so no results are
available.

Response Headers

o Content-Type: application/json OR Content-Type: application/octet-stream
o Content-Length: {length-of-response}
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View Call Forwarding-specific Results of Completed Scheduled
Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves the results related to Call Forwarding tasks on the specified completed scheduled
operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results/callforwarding
Path Variables

« scheduled-operation-id - The ID of the completed scheduled operation to retrieve
Call Forwarding results for.

Query Parameters

Note: The following query parameters are not required if using File Download
responses.

Parameter T
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer
page. Page numbers start from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields
None.
Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of
pageSize Integer entries displayed on the page.
Not present if using file download responses.
Pagination field displaying the current page
number.
pageNumber Integer
Not present if using file download responses.
Pagination field displaying the total number of
totalPages Integer pages of results.
Not present if using file download responses.
Pagination field displaying the total number of
totalltermns Integer items across all pages.
Not present if using file download responses.
, JSON . .
CallForwarding List List of results related to Call Forwarding tasks.
CallForwarding[0] JSON JSON Object containing the result for this
9 Object particular Call Forwarding task.
CallForwarding[0].command String The command that was gxecuted for this task
on the completed operation.
Whether this task was successful or not. Can
be either:
CallForwarding[0].status String . SUCCESS
« FAILED
Numerical code indicating the type of error that
occurred. (Only present if “status” is
CallForwarding[0].errorCode String FAILED?).
See Appendix VI for a list of all error codes
that may be present in this field.
Error message String detailing the error that
CallForwarding[0].errorDescription | String occurred. (Only present if “status” is

“FAILED”).
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CallForwarding[0].content

JSON JSON Object containing the fields that were
Object |provided in the original request.

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": 0,
"totalPages": 10,
"totalItems": 500,

"CallForwarding": [
{
"command": "Modify",
"status": "SUCCESS",
"content": {

}y

{call-forwarding-modify-fields}
}

"command": "Modify",

"status": "FAILED",

"errorCode": "100"

"errorDescription": "General Error",

"content": {
{call-forwarding-modify-fields}

}

Response Status Codes

Success

e 200 OK - Successfully retrieved results for operation.

Error

« 401 Unauthorized - An authentication error occurred.

e 404 Not Found - The Scheduled Operation ID provided was not found.
e 404 Not Found - The Scheduled Operation has not completed yet, so no results are
available.

Response Headers

Content-Type: application/json OR Content-Type: application/octet-stream
Content-Length: {length-of-response}
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View Phone Numbers-specific Results of Completed Scheduled
Operation

This endpoint supports File Download. See the ‘Operations and Scheduled Operations’
section for more information.

Retrieves the results related to Phone Numbers tasks on the specified completed scheduled
operation.

HTTP GET - /v1/scheduledoperations/{scheduled-operation-id}/results/phonenumbers
Path Variables

« scheduled-operation-id - The ID of the completed scheduled operation to retrieve
Phone Numbers results for.

Query Parameters

Note: The following query parameters are not required if using File Download
responses.

Parameter T
Name Type Description
ageSize Inteqer Maximum number of items to display on a single page of results. If
pag 9T hot present, defaults to 50.
The page number to return. If not present, defaults to the first
pageNumber Integer
page. Page numbers start from 0.

Required Headers

o Authorization: {authentication-token}
o Accept: application/json OR Accept: application/octet-stream

Request Body Fields
None.
Request Body Example

None.
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Field Name Type Description
Pagination field displaying the total number of
pageSize Integer entries displayed on the page.
Not present if using file download responses.
Pagination field displaying the current page
number.
pageNumber Integer
Not present if using file download responses.
Pagination field displaying the total number of
totalPages Integer pages of resuits.
Not present if using file download responses.
Pagination field displaying the total number of
totalltermns Integer items across all pages.
Not present if using file download responses.
JSON List of results related to Phone Numbers
PhoneNumbers )
List tasks.
JSON JSON Object containing the result for this
PhoneNumbers[0] Object particular Phone Numbers task.
PhoneNumbers[0].command String The command that was gxecuted for this task
on the completed operation.
Whether this task was successful or not. Can
be either:
PhoneNumbers][0].status String . SUCCESS
o FAILED
Numerical code indicating the type of error
that occurred. (Only present if “status” is
CallForwarding[0].errorCode String FAILED").
See Appendix VI for a list of all error codes
that may be present in this field.
Error message String detailing the error that
PhoneNumbers[0].errorDescription | String occurred. (Only present if “status” is

“FAILED”).
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PhoneNumbers[0].content

JSON
Object

JSON Object containing the fields that were
provided in the original request.

Response Body Example

200 OK

"pageSize": 50,
"pageNumber": 0,
"totalPages": 10,
"totalItems": 500,

"PhoneNumbers": [
{
"command": "Modify",
"status": "SUCCESS",
"content": {

}y

{phone-numbers-update-fields}

}

"command": "Assign",

"status": "FAILED",

"errorCode": "100"

"errorDescription": "General Error",

"content": {
{phone-numbers-assign-fields}

}

Response Status Codes

Success

e 200 OK - Successfully retrieved results for operation.

Error

« 401 Unauthorized - An authentication error occurred.

e 404 Not Found - The Scheduled Operation ID provided was not found.
e 404 Not Found - The Scheduled Operation has not completed yet, so no results are
available.

Response Headers

Content-Type: application/json OR Content-Type: application/octet-stream
Content-Length: {length-of-response}
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Delete Scheduled Operation
Deletes a specified Scheduled Operation and all results relating to the Scheduled Operation.

Please Note: The Scheduled Operation can only be deleted if it is in a completed state
(i.e. Status is completed or completedWithErrors).

HTTP DELETE - /v1/scheduledoperations/{scheduled-operation-id}
Path Variables
o scheduled-operation-id - The ID of the Scheduled Operation to delete.
Query Parameters
None.
Required Headers

o Authorization: {authentication-token}

Request Body Fields
None.
Request Body Example
None.
Response Body Fields
None.
Response Body Example
None.
Response Status Codes

Success

e 204 No Content - Successfully Deleted Scheduled Operation and all related Results.
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Error
e 400 Bad Request - The Scheduled Operation is not in a completed state and so could
not be deleted.
e 401 Unauthorized - An authentication error occurred.
e 404 Not Found - The Scheduled Operation ID provided was not found.
Response Headers

None.
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APPENDIX I - "USERS” FIELDS AND COMMANDS

Available Commands

AddUser - Add a new user.
AddUserDevice - Add a new user, add a new device, and assign the new device to the
user.

o ModifyUser - Modify user information.

o ModifyDevice - Modify device information.

o DeleteUser - Delete the user.

o DeleteDevice - Delete the device.

« DeleteUserAndDevices - Delete the user and their associated devices.

o SuspendUser - Temporarily disable this user.

+ RestoreUser - Restore this user from the “suspended” state.

« SyncAddedModifiedTeamsUsers — sync to enable Calling Services to Microsoft
Office365 users and activate modifications. This action is required when Teams users
have been added or restored. A single request syncs all pending added and restored
users. NOTE: the SyncAddedModifiedTeamsUsers command should be issued one
time after all Teams User additions and modifications have been performed.

e SyncDeletedTeamsUsers — sync to disable Calling Services in the Microsoft Office365
organization. This action is required when Teams users are deleted. A single request
syncs all pending deleted users. NOTE: the SyncDeletedTeamsUsers command
should be issued one time after all Teams deletions have been performed.

Fields used in Users Commands
Fields
. Field L Used in
Field Name Type Description Commands
) AddUser
userProfile String OpEasy User.Proflle to AddUserDevice
create user with.
e AddUser
The Group ID the user e AddUserDevice
, and/or device resides in. e ModifyUser
groupld String Must match the Group ID of ¢ AddDevice
an existing group. e ModifyDevice
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e AddUser
e AddUserDevice
e ModifyUser
JSON JSON Object containing o DeleteUser
user . information for the Userto ¢ DeleteUserAndDe
Object .
be created. vices
e SuspendUser
e RestoreUser
Unique Identifier for the e AddUser
User. e AddUserDevice
e ModifyUser
Format: email address style » DeleteUser
(address@domain), where: ¢ DeleteUserAndDe
) vices
user.userld String «  address mustbe at ¢ SuspendUser
least 6 characters. [* RestoreUser
e domain must be
known by the
system.
The Department the User ¢ AddUser
, should belong to. Must e AddUserDevice
user.department String match the name of an e ModifyUser
existing Department
e AddUser
, User last name. Upto 30 [ AddUserDevice
user.lastName String characters. e ModifyUser
e AddUser
. : User first name. Upto 30 |» AddUserDevice
user firstName String characters. e ModifyUser
e AddUser
, , User Calling Line ID last e AddUserDevice
user.clidLastName String name. Up to 30 characters. |¢ ModifyUser
e AddUser
- , User Calling Line ID first e AddUserDevice
user.clidFirstName String name. Up to 30 characters. |¢ ModifyUser
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User Calling Line ID phone » AddUser :
, , » AddUserDevice
user.clidPhoneNumber String number. Up to 23 ModifyUser
characters.
User Primary Phone e AddUser
Number. Up to 23 e AddUserDevice
characters. E.164 formatis | ModifyUser
user.phoneNumber String supported.
Phone Number must exist
and be assigned to the
Enterprise/Group.
Activates/Deactivates the [  AddUser
user’s phone number for e AddUserDevice
use. Field is ignored if e ModifyUser
Phone Number Activation is
disabled in Clearspan.
user.phoneNumberActivation String This can be one of the
following values:
e Activate
e Deactivate
e AddUser
user.extension Strin User Primary Extension. e AddUserDevice
' 9 Can be up to 20 digits. e ModifyUser
Password to set for this AddUser .
. AddUserDevice
user.userPassword String User. Password rules are ModifvUser
defined on Clearspan. y
Email Address for the User. ¢ AddUser
Up to 80 characters, where ¢  AddUserDevice
. . the address portion must be ¢ ModifyUser
user.emailAddress String at least 6 characters. and
the domain must be known
by the system.
Office Billing Account ID for ¢ AddUser
the User. Set to e AddUserDevice
user.accountld String “‘USE_ORG_ID” to use the | ModifyUser

Account ID of the group or
enterprise.
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e AddUser
- , String representing the user ¢ AddUserDevice
user.userBillingType String billing type. . ModifyUser
e AddUser
user billinaBundle Strin Name of a Billing Bundle to |» AddUserDevice
' 9 9 assign to the User. e ModifyUser
ERL Record Name forthe |¢ AddUser
User. e AddUserDevice
e ModifyUser
Only required if the Device
is an AudioCodes
user.userErlRecordName String Media"Pack or Media 5.
Up to 50 characters.
Must follow format set out
by the Emergency Gateway
System.
Automatic Call Target e AddUser
Address. e AddUserDevice
user.automaticCallDestination String e ModifyUser
Only required if the device
is a Media 5 device.

This should be digits only. ¢ AddUser
user.voicePortalPasscode Strin » AddUserDevice
' 9 | Passcode security rules are |[* ModifyUser

defined on Clearspan.
The type of User Endpoint ¢ AddUser
this User will be. Canbe | AddUserDevice
one of: » ModifyUser
user.endpointType String
e DeviceUser
e TrunkUser
o AddUser
: , , e AddUserDevice
user.networkServerSite String The Network Server Site. ModifyUser
Enable/Disable Voicemail AddUser
T it Bool ¢ it ht AddUserDevice
user.vmTranscription oolean | transcription (speech to ModifyUser

text).
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Related to Unified e AddUser
Messaging. e AddUserDevice
e ModifyUser
Can be one of:
. . . « NoNotification
user.voicemailAccount String «  EmailNotification
e EmailDelivery
Note: No value disables
Unified Messaging
voicemail for this User.
Password for the Mail e AddUser
Server User ID. This field is [  AddUserDevice
user.mailServerPassword String ignored if the User Settings |¢  ModifyUser
Password option is set to
‘Automatic’ in Clearspan.
. . e AddUser
icePack JSON L'hSt OILSberwce. Pac(ﬁ trt‘r?t e AddUserDevice
user.servicePacks List should be assigned to the | ModifyUser
User.

e AddUser
user.servicePacks[0] Strin Must match the name of an [¢ AddUserDevice
' 9 existing Service Pack. e ModifyUser

This should be digits only, »  AddUser .
. , : e AddUserDevice
user.commBarringAuthCode String representing the .
o e ModifyUser
authorization code.
e AddUser
user callPickupGrou Strin Must match the name of an [¢  AddUserDevice
' P P 9 existing Call Pickup Group. (¢ ModifyUser
e AddUser
user.huntGrou Strin Must match the name of an ¢ AddUserDevice
' P 9 existing Hunt Group. e ModifyUser
Whether to enable XSI AddUser .
T XsiPlugi Bool Pluai bility in MS AddUserDevice
user.msTeamsXsiPlugin oolean ugin capability in ModifyUser

Teams for this User.

128




Clearspan OpEasy API Specification

Identifies the Teams voice AddUserDevice
route to use for the MS ModifyUser
Teams user associated with
user.teamsVoiceRoute String this device. Valid values
are the voice route names
defined in the system. E.g.
“US East”
Identifies the Teams PBX AddUserDevice
Location to use for the MS ModifyUser
Teams user associated this
user.teamsPbxLocation String device. Valid values are
the PBX Location names
defined in the system. E.g.
“‘PBX HQ”
Enables and disables the AddUserDevice
use of MS Teams ModifyUser
Voicemail for an MS Teams
user.useMSTeamsVoicemail Boolean |user. This setting defaults
to ‘False’ if it is not included
in the AddUserDevice
request.
The SIP Authentication ﬁgggser ;
. , 3 serDevice
user.sipAuthName String Name for the User. Can be |/ ModifyUser
up to 80 characters.
The SIP Authentication ﬁgggser .
. : 3 serDevice
user.sipAuthPassword String Password for the User. Can |/ ModifyUser
be up to 20 characters.
Must match the name of an | ﬁgggser :
: . -y serDevice
user.networkClassOfService String existing Network Class of ModifyUser
Service.
Optional. Must match a ﬁgggzz:Device
user.language String valid Language for the ModifyUser
enterprise/group.
Optional. Must match a ﬁgggzz:Device
user.timeZone String valid Time Zone for the ModifyUser

enterprise/group.
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. . . AddUser
JSON Optional. List of alternative AddUserDevice
user.alternateUserlds Li User IDs, or Alternate .
ist o ModifyUser
UserlD/Description.
Can either be a User ID, or |¢ AddUser
a User ID and description in ¢ AddUserDevice
format “userlD/description”. [+  ModifyUser
For example:
user.alternateUserlds[0] String
o test@example.com
¢« OR
o test@example.com/t
est user description
Alias for the User. Canbe ¢ AddUser
up to 161 characters. e AddUserDevice
e ModifyUser
Format is
address@domain, where:
user.alias1 String «  address must be at
least 6 characters.
e domain must be
known by the
system.
Alias for the User. Canbe ¢ AddUser
up to 161 characters. e AddUserDevice
e ModifyUser
Format is
address@domain, where:
user.alias2 String

e address must be at
least 6 characters.

e domain must be
known by the
system.
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Alias for the User. Canbe ¢ AddUser
up to 161 characters. e AddUserDevice
e ModifyUser
Format is
address@domain, where:
user.alias3 String «  address must be at
least 6 characters.
e domain must be
known by the
system.
e AddUser
user title Strin User Title, can be upto 50 ¢ AddUserDevice
' 9 characters. e ModifyUser
User Pager Number. Must AddUser .
. - e AddUserDevice
user.pagerNumber String be digits only. Can be up to . ModifvUser
17 digits. y
User Mobile Number. Must AddUser .
, . - e AddUserDevice
user.mobileNumber String be digits only. Can be up to . ModifvUser
17 digits. y
. . AddUser
. _ Location portion of User AddUserDevice
user.addressLocation String Address. Can be up to 80 :
ModifyUser
characters.

e AddUser
user.addressLine1 Strin Line 1 of User Address. e AddUserDevice
' 9 Can be up to 80 characters. ¢ ModifyUser

e AddUser
user.addressLine? Strin Line 2 of User Address. e AddUserDevice
' 9 Can be up to 80 characters. ¢ ModifyUser

. . AddUser
, . City portion of User AddUserDevice
user.city String Address. Can be up to 50 ModifvUser
characters. y
State/Province portion of AddUser :
tateProvi Stri U Add Can b ol AddUserDevice
user.stateProvince ring ser ress. Can be up to |, ModifyUser

50 characters.
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Zip/Postal Code portion of | 23382:;0 evice
user.zipPostalCode String User Address. Can be up to |, ModifvUser

50 characters. y

Country portion of User ﬁgggzz:Device
user.country String Address. Can be up to 50 ModifyUser

characters.

Enter a value for position of ¢  AddUser

the user on the device. This ¢ AddUserDevice
user.userPositionOnDevice String ﬂeld. IS used_ by AudioCodes = ModifyUser

devices, which are

configured with Static

Line/Port Ordering.

flag to use existing Ping * AddUser
user.useExistingPingAccount Boolean e AddUserDevice

account.

Ping Client Username. Up |¢ AddUserDevice

to 256 characters in length. [ ModifyUser
user.pingUserName String Valid characters are a-z, 0-

9, or special characters '=_-

./ll}

Ping Client Password. Valid » AddUserDevice
user.pingUserPassword String characters are A-Z, a-z, e ModifyUser

and 0-9.

, o DeleteUser

to attach or detach ping « DeleteUserAndDev
user.pingUserDispositionalState String account, possible values ices

are Deactivate/Retain

A list of one or more Ping |¢ AddUserDevice

Features to be enabled for ¢ ModifyUser

the user.

: JSON
user.pingEnabledFeatures List The valid values are:
“Call Center”
“SMS”

JSON object containing e AddUserDevice

device information when e AddDevice
device JSON adding a user with a device, ¢ ModifyDevice

Object |or e DeleteDevice

adding/modifying/deleting a
device.
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Name of the device. This | AddUse!'Dewce
must be unique within the | AddDevice
device.name String Svst U (t:' 80 * ModifyDevice
ystem. Up 1o e DeleteDevice
characters.
The level of the device. E.g: ¢ AddUserDevice
e AddDevice
device.level String « Enterprise » ModifyDevice
e Group e DeleteDevice
The type of device. Must AddUserDewce
_ _ AddDevice
device.type String match the name of an ModifyDevice
existing device type.
LinePort of the Device. e AddUserDevice
device linePort Strin Must be unique within the |+ AddDevice
' 9 system. Up to 161 e ModifyDevice
characters.
The device template to use ¢ AddUserDevice
device template Strin for the device. Must match | AddDevice
emp 9 the name of an existing e ModifyDevice
device template.
The level that the device e AddUserDevice
template resides at. E.g: e AddDevice
e ModifyDevi
device.templatelLevel String « Enterprise oditytevice
e Group
Identifies the device’s AddUserDewce
. . . . . e AddDevice
device.physicalLocation String location, may be up to 1024 |/ ModifyDevice
characters.
The MAC Address forthe ¢ AddUserDevice
Device. May be blank if the ¢ AddDevice
device.macAddress String Sﬂeavrllc;zém:nl:s\;la;hDdeg\ll?f o *  ModifyDevice
access credentials.
Maximum of 12 characters.
e AddUserDevice
, o : The SIP Contact Address to ¢ AddDevice
device.deviceSipContact String use for this Device. e ModifyDevice
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e AddUserDevice
- , The Hostname/IP Address ¢ AddDevice
device.hostNamelpAddress String of the Device . ModifyDevice
Username used for access ¢ AddUserDevice
when configuration mode |¢ AddDevice
, . for the device is via Device [ ModifyDevice
device.accessUserName String . .
Management using Device
Credentials. Must be
unique within the system.
Password used for access ¢ AddUserDevice
when configuration mode |¢ AddDevice
device.accessPassword String for the device is via Device [ ModifyDevice
Management using Device
Credentials.
e AddUserDevice
: , e e AddDevice
device.vlanld String Identifies a VLAN ID. ModifyDevice
ERL record name for the e AddUserDevice
Device. May be up to 50 e AddDevice
characters. e ModifyDevice
device.erlRecordName String
Must follow the format set
out by the Emergency
Gateway System.
e AddUserDevice
, o , String representing the e AddDevice
device.deviceBillingType String device billing type. e ModifyDevice
e AddUserDevice
device.descriotion Strin Description of the device. ¢ AddDevice
) P 9 Up to 80 characters. e ModifyDevice
e AddUserDevice
device.dect112Info JSON Settings related to the Mitel |» AddDevice
' Object |DECT 112 Phone e ModifyDevice
List of IPEI numbers and e AddUserDevice
: JSON associated Registration e AddDevice
device.dect112Info.handsetinfo List Codes of the DECT . ModifyDevice

handset.
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Represents an IPEI e AddUserDevice
: JSON Number and associated e AddDevice
device.dect112Info.handsetinfo[0] Object | Registration Code of a e ModifyDevice
DECT handset.

e AddUserDevice
device.dect112Info.handsetInfo[0].ipeiNu Strin String representing the IPEI |¢  AddDevice
mber g number. » ModifyDevice

e AddUserDevice
device.dect112Info.handsetInfo[0].registrat Strin String representing the e AddDevice
ionCode 9 Registration Code e ModifyDevice

JSON List of IPEI numbers of the |/ ﬁgggzc\e/irgeewce
device.dect112Info.repeaterlpeiNumber List DECT repeaters. Maximum |/ ModifyDevice
of 3.
e AddUserDevice
device.dect112Info.repeaterlipeiNumber[0] | String ?;T:gerf presenting the IPEl : ﬁ/l?)%ﬁ‘igg\?ice
JSON object containing e AddUserDevice
: : : , JSON information about e AddDevice
device.audioCodesDeviceSettings Object |AudioCodes device Stand | ModifyDevice
Alone Service (SAS).

e AddUserDevice
device.audioCodesDeviceSettings.sasReg Strin Value of the FQDN of the |¢ AddDevice
istrar 9 SAS Registrar. » ModifyDevice

e AddUserDevice
device.audioCodesDeviceSettings.sasReg Inteqer Port associated with the e AddDevice
istrarPort 9 SAS Registrar. » ModifyDevice

e AddUserDevice
device.audioCodesDeviceSettings.sasDef Strin Value of the FQDN of the ¢ AddDevice
aultGateway 9 SAS Default Gateway. » ModifyDevice

e AddUserDevice
device.audioCodesDeviceSettings.sasDef Inteqer Port associated with the e AddDevice
aultGatewayPort 9 SAS Default Gateway. » ModifyDevice
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e AddUserDevice
device trunkUserlnformation JSON JSON Obiject containing e AddDevice
' Object | Trunk User information. e ModifyDevice
If this is a trunk user, enter AddUse_rDewce
. . . ; AddDevice
device.trunkUserInformation.trunkGroup String the trunk group to assign Modi .
. odifyDevice
this user to.
If this is a trunk user, enter | AddUserDevice
the user’s LinePort number | AddDevice
device.trunkUserInformation.trunkLinePort | String or SIP gddr(_ass, de_pendlng * ModifyDevice
on the identity/device profile
assigned to the selected
trunk group.
If this is a trunk user, enter ﬁgggzc\e/ircl?eewce
device.trunkUserInformation.trunkContact | String thee rcontact address for the ModifyDevice
If the terminating subscriber o AddUserDevice
has an alternate trunk e AddDevice
device.trunkUserInformation.alternateTrun . |dent.|ty, .then the I ModifyDevice
Kld String Application Server uses this
identity instead of the
subscriber’s DB to form the
URI for the To header.
e AddUserDevice
device.trunkUserInformation.enterpriseTru Strin The enterprise trunk to e AddDevice
nk 9 assign to this user. e ModifyDevice

Example JSON

AddUser command when specifying a User Profile

"command": "AddUser",
"content": {
"groupId":
"userProfile":
"user": {
"userId":
"department":

ngoupﬂ ,
"MS Teams",

"john.doe@example.com",

"department",

"lastName": "Doe",
"firstName": "John",
"clidLastName": "Ltd.",
"clidFirstName":
"clidPhoneNumber":
"phoneNumberActivation":
"phoneNumber" :

"JohnDoe",
"1234567890",

"Activate",

"1234567890",
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"extension": "31",
"msTeamsXsiPlugin": true,
"userPassword": "MyUserPasswOrd!",
"emailAddress": "john.doef@example.com",
"accountId": "account-id",
"useExistingPingAccount": true

b

"device": {
"physicallLocation": "DALLAS TX"

AddUser command when NOT specifying a User Profile

"command": "AddUser",
"content": {
"groupId": "group-id",
"userProfile": "MS Teams",
"user": {
"userId": "john.doelexample.com",
"department": "department-1",
"lastName": "Doe",
"firstName": "John",
"clidLastName": "Ltd.",
"clidFirstName": "JohnDoe",
"clidPhoneNumber": "1348572357",
"phoneNumber": "1234567890",
"phoneNumberActivation": "ACTIVATE",
"extension": "31",
"userPassword": "MyUserPasswOrd!",
"emailAddress": "john.doef@example.com",
"accountId": "USE ORG ID",
"userBillingType": "user-billing-type",
"billingBundle": "billing-bundle-id",
"userErlRecordName": "erl-record-name",
"automaticCallDestination”": "automatic-call-destination",
"voicePortalPasscode": "voice-portal-passcode",
"endpointType": "DeviceUser",
"networkServerSite": "network-server-site",
"vmTranscription": false,
"voicemailAccout": "EmailNotification",
"mailServerPassword": "pa$SwlOrd!",
"servicePacks": [
"service-pack-1",
"service-pack-2"
1,
"commBarringAuthCode": "1234",
"callPickupGroup": "call-pickup-group",
"huntGroup": "hunt-group",
"msTeamsXsiPlugin": true,
"sipAuthName": "john.doe",
"sipAuthPassword": "342342",
"networkClassOfService": "network-class-of-service",
"language": "English (US)",
"timeZone": "UTC",
"alternateUserIds": [
"alt-user-id-1",
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"alt-user-id-2"

1,

"aliasl": "alias-1",

"alias2": "alias-2",

"alias3": "alias-3",

"title": "title",
"pagerNumber": "1353456343",
"mobileNumber": "134535256",
"addressLocation": "location",
"addressLinel": "linel",
"addressLine2": "line2",
"city": "city",
"stateProvince": "state",
"zipPostalCode": "zipcode",
"country": "USA",
"userPositionOnDevice": "user-position-on-device",
"useExistingPingAccount": true

AddUserDevice command when specifying a User Profile

"command": "AddUserDevice",
"content": {

"groupId": "group",

"userProfile": "MS Teams",

"user": {
"userId": "john.doelexample.com",
"department": "department",
"lastName": "Doe",
"firstName": "John",
"clidLastName": "Ltd.",
"clidFirstName": "JohnDoe",
"clidPhoneNumber": "1234567890",
"phoneNumberActivation": "Activate",
"phoneNumber": "1234567890",
"extension": "31",
"msTeamsXsiPlugin": true,
"userPassword": "MyUserPasswOrd!",
"emailAddress": "john.doe@example.com",
"accountId": "account-id",
"usekExistingPingAccount": true

by

"device": {
"physicalLocation": "DALLAS TX"

AddUserDevice command when NOT specifying a User Profile

"command": "AddUserDevice",
"content": {
"groupId": "group-id",
"user": {
"userId": "john.doe@example.com",
"department": "department-1",
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"lastName": "Doe",

"firstName": "John",

"clidLastName": "Ltd.",

"clidFirstName": "JohnDoe",
"clidPhoneNumber": "1348572357",
"phoneNumber": "1234567890",
"phoneNumberActivation": "ACTIVATE",
"extension": "31",

"userPassword": "MyUserPasswOrd!",
"emailAddress": "john.doe@example.com",
"accountId": "USE ORG _ID",
"userBillingType": "user-billing-type",
"billingBundle": "billing-bundle-id",
"userErlRecordName": "erl-record-name",
"automaticCallDestination”: "automatic-call-destination",
"voicePortalPasscode": "voice-portal-passcode",
"endpointType": "DeviceUser",
"networkServerSite": "network-server-site",
"vmTranscription": false,
"voicemailAccout": "EmailNotification",
"mailServerPassword": "pa$SwOrd!",
"servicePacks": [

"service-pack-1",

"service-pack-2"
1,
"commBarringAuthCode": "1234",
"callPickupGroup": "call-pickup-group",
"huntGroup": "hunt-group",
"msTeamsXsiPlugin": true,
"sipAuthName": "john.doe",
"sipAuthPassword": "342342",
"networkClassOfService": "network-class-of-service",
"language": "English (US)",
"timeZone": "UTC",
"alternateUserIds": [

"alt-user-id-1",

"alt-user-id-2"

I

"aliasl": "alias-1",
"alias2": "alias-2",
"alias3": "alias-3",
"title": "title",
"pagerNumber": "1353456343",
"mobileNumber": "134535256",
"addressLocation": "location",
"addressLinel": "linel",
"addressLine2": "line2",
"City": "City",
"stateProvince": "state",
"zipPostalCode": "zipcode",
"country": "USA",
"userPositionOnDevice": "user-position-on-device",
"usekExistingPingAccount": true
b
"device": {
"name": "my-device-name",
"level": "group",
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"type": "device-type",
"linePort": "3364346263.primary",
"template": "my-device-template",
"templatelLevel": "group",
"physicalLocation": "PLANO TX",
"vlanId": "vlan-id",
"erlRecordName": "device-erl-record-name",
"deviceBillingType": "device-billing-type",
"macAddress": "mac-address",
"deviceSipContact": "sip-contact",
"hostNameIpAddress": "hostname-ip-address",
"accessUserName": "john.doe",
"accessPassword": "passwOrd!",
"description": "device-description",
"dectll2Info": {
"handsetInfo": [
{
"ipeiNumber": "ipei-number-1",
"registrationCode": "registration-code-1"

s
{

"ipeiNumber": "ipei-number-2",
"registrationCode": "registration-code-2"
}
1,
"repeaterIpeiNumber": [
"ipei-number"

]

}y

"audioCodesDeviceSettngs": {
"SasRegistrar": "sas-registrar",
"SasRegistrarPort": 5060,
"SasDefaultGateway": "sas-default-gateway",
"SasDefaultGatewayPort": 5090

}y

"trunkUserInformation”: {
"trunkGroup": "trunk-group",
"trunkLinePort": "1234567890.primary",
"trunkContact": "trunk-contact",
"alternateTrunkId": "alternate-trunk-id",
"enterpriseTrunk”": "enterprise-trunk"

ModifyUser command to modify a singular field on a User

"command": "ModifyUser",
"content": {
"user": {
"userId": "john.doelexample.com",
"phoneNumber": "1234567891"

ModifyDevice command to modify a singular field on a Device
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"command": "ModifyDevice",
"content": {
"device": {
"name": "my-device-name",
"erlRecordName": "updated-erl-record-name"

DeleteUser command to delete a User without deleting their associated Devices

"command": "DeleteUser",
"content": {
"user": {
"userId": "Jjohn.doelexample.com",
"pingUserDispositionalState": "Deactivate"

DeleteUserAndDevices command to delete a User and all of their associated Devices

"command": "DeleteUserAndDevices",
"content": {
"user": {
"userId": "john.doelexample.com",
"pingUserDispositionalState": "Deactivate"

DeleteDevice command to delete a particular Device

"command": "DeleteDevice",
"content": {
"device": {
"name": "my-device-name",

SuspendUser command to temporarily disable a particular User

"command": "SuspendUser",
"content": {
"user": {
"userId": "Jjohn.doelexample.com"

RestoreUser command to restore a temporarily disabled User

"command": "RestoreUser",
"content": {
"user": {
"userId": "john.doelexample.com"
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COMMANDS

Available Commands

o Assign - Assign an agent to one or more Call Centers.

« Modify - Modify the settings for an agent. Also assign supervisors to agent.

« Remove - Remove an agent from one or more Call Centers.

Fields used in CallCenterAgent Commands

. g Used in
Field Name Type Description Commands
Assign
agentld String ID of the Call Center Agent to be Modify
manipulated. Remove
List of JSON objects representing Assian
call centers the agent should be 9
JSON . . Modify
callCenterlnfo . assigned/unassigned from, or call
List Remove
centers where the agent should
be modified on.
JSON object representing a Call Assign
callCenterlnfo[0] JSON Center the agent should be Modify
Object |assigned, unassigned, or modified Remove
on.
Assign
callCenterInfo[0].CallCenterld |String | D.0" the Call Center associated Modiy
with this agent. Remove
Whether the agent is Assign
callCenterInfo[0].join Boolean |automatically joined to the Call Modify
Center.
. , Assign
callCenterlInfo[0].skillLevel Integer Used in Premium call centers Modify
only. Integer value 1-20.
. . . Assign
. JSON List of Supervisor IDs assigned to >
callCenterInfo[0].supervisors List this Agent. Modify
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Supervisor ID to be assignedto | ° Assign
callCenterlnfo[0].supervisors[0] | String | & "a (o . Modify

Example JSON

Assign command assigning a User to two different Call Centers

"command": "Assign",
"content": {
"agentId": "john.doe@example.com",
"callCenterInfo": [
{
"callCenterId": "call-center-1-id",
"join": false,
"skillLevel": 20,
"supervisors": [

"jane.doe@example.com"

]

"callCenterId": "call-center-2-id",

"join": false,

"skillLevel": 20,

"supervisors": [
"jane.doe@example.com"

]

Modify command modifying configuration for a User on one Call Center they are assigned to

"command": "Modify",
"content": {
"agentId": "john.doe@example.com",
"callCenterInfo": [
{
"callCenterId": "call-center-1-id",
"join": true

Modify command modifying configuration for a User on multiple Call Centers they are assigned

to
"command": "Modify",
"content": {
"agentId": "john.doe@example.com",
"callCenterInfo": [
{
"callCenterId": "call-center-1-id",
"join": true

by
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"callCenterId": "call-center-2-id",
"join": true

Remove command removing a User from the Call Centers they are assigned to

"command": "Remove",
"content": {
"agentId": "john.doe@example.com",
"callCenterInfo": [
{
"callCenterId": "call-center-1-id"
by
{
"callCenterId": "call-center-2-id"
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APPENDIX Il - “"CALLRECORDING" FIELDS AND
COMMANDS

Available Commands

o Modify - Modify Call Recording settings for the user.

Fields used in CallRecording Commands

Used in
Field Name Type Description Comman
ds
userld String ID of the user to modify call recording ¢ Modify
configuration for.
. JSON [ JSON Object containing call recording o Modify
callRecording ) . )
Object | information.
Sets when and how the user’s calls
are recorded. Can be one of:
e Never .
callRecording.recordCall String |« Always *  Modify
¢ AlwaysWithPauseResume
e OnDemand
e OnDemandWithUserlnitiatedStart

Whether to play an announcement . Modif
Boolean | when call recording is started or y
stopped

callRecording.recordStartStopAnnouncem
ent

Whether to record calls that go to Modify

callRecording.recordVoiceMessaging Boolean Voice Mail.

Whether to play a notification when
call recording is paused or resumed.

Can be one of: . Modify
callRecording.pauseResumeNotification String

e None
e Beep

e PlayAnnouncement

Whether to repeat a periodic tone to |, Modif
Boolean | the caller, to indicate that the call is y
being recorded

callRecording.repeatRecordCallWarningT
one
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Configures the time between periodic
warning tones when . Modify
Integer | “repeatRecordCallWarningTone” is
set to True. Integer value between 10
to 1800 seconds.

callRecording.repeatRecordCallWarningT
oneSeconds

Example JSON

Modify command, all fields are provided to completely overwrite Call Recording configuration

"command": "Modify",
"content": {
"userId": "user-id",
"callRecording": {
"recordCall": "Always",
"recordStartStopAnnouncement": False,
"recordVoiceMessaging": False,
"pauseResumeNotification": "Beep",
"repeatRecordCallWarningTone": True,
"repeatRecordCallWarningToneSeconds": 10

Modify command, where only the User ID and the field to be modified are provided

"command": "Modify",
"content": {
"userId": "user-id",
"callRecording": {
"recordStartStopAnnouncement": true

}
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APPENDIX 1V - "CALLFORWARDING” FIELDS AND

COMMANDS

Available Commands

e Modify - Modify Call Forwarding settings for the user.

Fields used in CallForwarding Commands

Field Name

Type

Description

Used in
Commands

userld

String

ID of the user to modify call
forwarding configuration for.

e Modify

callforwarding

JSON
Object

JSON Object containing call
recording information.

e Modify

callforwarding.callFwdAllActive

Boolean

Whether forwarding for all calls
is active.

« Modify

callforwarding.callFwdAlINumber

String

Destination to forward calls to
when callFwdAllActive is set to
true.

« Modify

callforwarding.callFwdAllReminder

Boolean

Whether a reminder in the form
of a short ring burst should be
emitted from the primary phone
when a call is forwarded via
callFwdAllActive.

e Modify

callforwarding.callFwdBusyActive

Boolean

Whether to forward calls if the
phone is currently busy

« Modify

callforwarding.callFwdBusyNumber

String

Destination to forward calls to
when callFwdBusyActive is set
to true.

« Modify

callforwarding.callFwdNoAnswerActive

Boolean

Whether to forward calls when
the phone is not answered.

« Modify

callforwarding.callFwdNoAnswerNumber

String

Destination to forward calls to
when callFwdNoAnswerActive
is set to true.

« Modify

callforwarding.callFwdNoAnswerRings

Integer

Number of rings before
forwarding to the number
specified by
callFwdNoAnswerNumber. 0
for none. Maximum of 20 rings.

« Modify
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callforwarding.callFwdNotReachableActive | Boolean | the device is not accessible by

Whether to forward calls when Modify

Clearspan.

callforwarding.callFwdNotReachableNumber | String

Destination to forward calls to
when e Modify
callFwdNotReachableActive is
set to true.

Example JSON

Modify commanad, all fields are provided to completely overwrite Call Forwarding configuration

"command": "Modify",
"content": {
"userId": "user-id",
"callforwarding": {
"callFwdAllActive": true,
"callFwdAllNumber": "0123456789",

"callFwdAllReminder": true,
"callFwdBusyActive": true,

"callFwdBusyNumber": "0123456789",
"callFwdNoAnswerActive": true,
"callFwdNoAnswerNumber": "0123456789",

"callFwdNoAnswerRings": 12,
"callFwdNotReachableActive": true,
"callFwdNotReachableNumber": "0123456789"

Modify command, where only the User ID and the field to be modified are provided

"command": "Modify",
"content": {
"userId": "user-id",
"callforwarding": {
"callFwdAllActive": false

}
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APPENDIX 'V - "PHONENUMBERS” FIELDS AND

COMMANDS

Available Commands
e Modify - Modify phone numbers to a group activate/deactivate.
e Unassign - Unassign phone numbers from a group
e Assign - Assign phone numbers to a group

prevent confusion between the phone number
separator and a digit separator between the digits
of a phone number. Example: 214-844-6611 -
214-844-6612.

Field Name Type Description C;Jni?\:jal: ds
When sending to OpEasy API with Assign
command, must contain the following: [Group ID]
— Group ID of an existing group to assign phones
numbers to. When Modify command, is used
must contain one of the following: [Group ID] - . Modify
, Group ID of an existing group to assign or .
groupld String . e Assign
reassign the phones numbers to. None - Phone . Unassign
numbers are unassigned from any group they are
assigned to. They are assigned only to the
enterprise. Blank — Phone numbers are not
reassigned. When Unassign command is used,
and no group is used the request will be ignored.
A single phone number or a range (inclusive) of
phone numbers. Ranges are in the form “<Start
Phone Number> - <End Phone Number”. Note « Modify
the phone numbers are separated by a space, « Assign
phoneNumbers | String | dash, space (“ - “). The spaces are necessary to « Unassign
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Indicates whether the phone numbers must be
activated or deactivated, must contain one of the
following: True — Phone numbers must be
activated. False — Phone numbers must be
deactivated. When Phone Number Activation is
disabled in Clearspan, this column is ignored,
regardless of whether it is empty or contains any
value.

Modify
Assign
Unassign

Activated Boolean

Example JSON

Modify command, all fields are provided to completely update phone numbers to a
group.

{

"tasks": {
"PhoneNumbers": [
{
"command": "Modify",
"content": {
"phoneNumbers": {

"groupId": "Shop",
"phoneNumbers": "312-448-1107 - 312-448-1108",
"activated": false

Unassign command, activated field is optional. The command unassign phone numbers
from the group

{

"tasks": {
"PhoneNumbers": [
{
"command": "Unassign",
"content": {
"phoneNumbers": {
"groupId": "Shop",

"phoneNumbers": "312-448-1107 - 312-448-1108"
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Assign command, activated field is optional. Assign phone numbers to a group

"tasks": {
"PhoneNumbers": [
{
"command": "Assign",
"content": {
"phoneNumbers": {
"groupId": "Shop",
"phoneNumbers": "312-448-1107 - 312-448-1108"
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APPENDIX VI - APl ERROR RESPONSE FIELDS AND

EXAMPLES

Please Note: The error responses outlined in this section do not apply to the “Create

New Operation” request

When validation errors occur on the “Create New Operation” request, they are added to
the created Operation as Validation Errors that must be resolved prior to scheduling.

Please see the APl Guidance Document for more information on this.

When an error occurs on the OpEasy Provisioning API, an appropriate error response is
returned, along with a response body detailing the error that occurred.

There are two types of error returned by the OpEasy Provisioning API:

« Validation Errors - Errors caused by the value of a particular field provided in the body
of the original request.
e General Errors - Errors not caused by a particular field’s value (all other errors).

Fields Used in Error Responses

Validation Error - Fields
Field Name Type Description
errorCode Strin HTTP Status code relating to the error. This is
9 always 400 on a Validation Error.
message String A message describing the error that occurred.
validationError JSON JSON Object containing more details about the
Object particular validation error that occurred.
validationError fieldName | String The fle_ld name in the original request that caused
the validation error to occur.
o , A detailed error message describing the issue that
validationError.message String .
occurred and why it caused an error.
validationError.originallnput | String 'el':lrirlnput from the original request that caused the

Validation Error - Example JSON

"errorCode": "400",
"message": "url field must be a valid URL with a 'https://...' scheme",
"validationError": {
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"fieldName": "url",
"message": "url field must be a valid URL with a 'https://...' scheme",
"originalInput": "http://example.com"
}
}
General Error - Fields
Field Name Type Description
errorCode String HTTP Status code relating to the error that occurred.
. A high-level message describing the error that
message String
occurred.
eneralError JSON JSON Object containing more details about the
9 Object particular error that occurred.
. A detailed error message describing the issue that
generalError.message String .
occurred and why it caused an error.
The input from the original request that caused the
generalError.originallnput | String error. Only present if this is an error caused by a
particular input.

General Error - Example JSON

"errorCode": "404",
"message":
"generalError": ({
"message":
found",
"originalInput":
}
}
{
"errorCode": "503",
"message":
"generalError": {
"message":

Please try again later"
}
}

"Operation not found",

"806£8a6f456a4e02b6cc4379419e28bl"

"Service Unavailable",

"The OpEasy Provisioning API service is currently unavailable.

"Operation with ID=806f8a6f456a4e02b6cc4379419e28bl could not be
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APPENDIX VIl - BACK END ERROR CODES ON FAILED

TASKS

When a Scheduled Operation completes with status “completedWithErrors”, at least one task
on the Scheduled Operation failed during back-end processing. When viewing the detailed
results for the Scheduled Operation, failed tasks will contain “errorCode” and
“errorDescription” fields.

The “errorCode” field contains a code informing about the type of error that occurred, so that
this may be handled programmatically by a client application.

The “errorDescription” field contains contextual information as to what caused the error to

OcCcur.

The error codes that may appear in results responses are as follows:

Error o
Code Error Description Notes
100 “General Error.” Adgjltlonal error context provided at the end of the
String.
101 “User does not exist.” Addltlonal error context provided at the end of the
String.
102 “User already exists.” Adgjltlonal error context provided at the end of the
String.
103 “Device does not exist.” Adqmonal error context provided at the end of the
String.
104 “Device already exists.” Addltlonal error context provided at the end of the
String.
“Call Center does not exist |ID of call center that failed is included at the end of the
105 or agent cannot be String enclosed in square brackets (e.g.
assigned to call center.” [callCenter1@test.com])
106 “Validation Error”
IDs of the list of call centers that the User is already
107 “User is already assigned | assigned to are included at the end of the String

to Call Center(s) in the list”

enclosed in square brackets (e.g.
[callCenter1@test.com, callCenter2@test.com])
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"The User
108 Suspend/Restore function
is not enabled for this
system."
109 "Call Forwarding Always is
not enabled for the user."
110 "Unsupported API The unsupported command is included at the end of
command." the string.
"The user is not currently
111 "
suspended
"User does not exist in
112 "
teammate portal
"Call Foward All cannot be
113 disabled for a
SUSPENDED team user."
401 “Unauthorized” The request is not authenticated
500 “System Error”
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